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Abstract. We developa way of analyzingthebehavior of systemsmodeledus-
ing DiscreteTimeMarkov Chains(DTMC). Speci�cally, wede�ne iLTL, anLTL
with linearinequalitiesonthepmf vectorsasatomicpropositions.iLTL allowsus
to expressnotonly propertiessuchastheexpectednumberof jobsor theexpected
energy consumptionof aprotocolduringatimeinterval,but alsoinequalitiesover
suchvalues.We presentanalgorithmfor modelcheckingpropertiesof DTMCs
expressedin iLTL. Our modelchecker di� ersfrom existing probabilisticonesin
that the latter do not checkpropertiesof the transitionson theprobabilitymass
function (pmf) itself. Thus, iLTLChecker cancheck,given an interval estimate
of currentpmf, whetherfuture pmfs will alwayssatisfya speci�cation.We be-
lieve suchpropertiesoften arisein distributedsystemsandnetworks andmay,
in particular, be usefulin specifyingrequirementsfor routingor loadbalancing
protocols.Ouralgorithmhasbeenimplementedin a tool callediLTLChecker and
we illustratetheuseof thetool by meansof someexamples.

1 Intr oduction

Many aspectsof thebehavior of distributedandembeddedsystemsarestochasticand
memorylessin nature;Markov chainsprovide a goodmodelto analyzesuchbehavior.
In particular, queueingsystemsandnetwork protocolsareoftenanalyzedusingMarkov
chains[14,4]. We develop a simple and e� cient algorithm for model checkingthe
behavior of suchsystems.An advantageof usingMarkov chainsis thatonecandirectly
obtainthemodelfrom asystemby estimatingtheprobabilitymassfunctions(pmf)over
time. For example,in a sensornetwork, we canobtaina sequenceof pmfs of sensor
statesby takingsuccessivesnapshots.

Weareinterestedin thetemporalbehavior of asystemthatcanbeexpressedby lin-
ear inequalitiesover thepmfs.For example,suchinequalitiesmaybeusedto compose
theexpectedqueuelengthof aqueueingsystemor theexpectedenergy consumptionof
a network protocol.We de®nea Linear Temporal Logic, iLTL, which expressesprop-
ertiesof a Markov chain; the atomicpropositionsof iLTL include linear inequalities
over pmfs.We developa methodfor modelcheckingformulaein this logic giventhe
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Markov chain representationof a systemand implementthe methodin a tool called
iLTLChecker.

iLTLChecker may alsobe usedasa run-timesafetychecker. For example,by an-
alyzing a snapshot,we canget an interval estimateof the probability distribution of
currentstates.Sincesuchan interval estimatemay be expressedasa setof linear in-
equalitiesabout the pmf, we can checkwith certaincon®dencelevel whethersome
(possiblyfuture)safetypropertymaybeviolated.

A numberof usefulprobabilisticlogics andassociatedmodelcheckershave been
developedbasedon logics.In particular, modelcheckinglogicspCTL andpCTL* are
probabilisticextensionsof the ComputationTreeLogic (CTL). They expressquanti-
tative boundson theprobabilitiesof correctbehavior [1]. Continuous-timeStochastic
Logic (CSL) is a logic for ContinuousTime Markov Chains(CTMC) which hasan
operatorto reasonaboutthesteady-stateprobabilitiesof a system[13].

PRISMis a tool that canmodelcheckDTMC, CTMC andMarkov DecisionPro-
cessesfor speci®cationswritten in pCTL or CSL [16]. Alf arointroducesnondetermin-
ism,or strategy, in pCTL andpCTL* [2]. A strategy is expressedasaconditionalprob-
ability and his model checker checksthe worst caseand the bestcaseprobabilities.
Recently, Andova et al. [19] extendedpCTL to modelchecka Markov rewardmodel.
With their logic, we can specifysuchcharacteristicsas the expectedvalue.An LTL
modelchecker for Markov chainshasbeendevelopedby Vardi which checkswhether
theprobabilitymeasureof thepathsthatdonotsatisfyaspeci®cationis zero[17]. How-
ever, all theabovemodelcheckersuselogicsthatcannotexpressdynamicbehaviorsof
Markov processes:usingtheselogics,onecannotcompareoneprobabilitydirectlywith
anotherprobability. For example,in pCTL we canexpresstheproperty“The probabil-
ity thata processp will eventuallyterminateis larger than0.9.” Similarly, in CSL we
canexpress“The probability that in the long run the queuewill be full is 0.5” [16].
But in neitherlogic canwe expresstheproperty“Eventuallytheprobabilityof p in a
busystatewill beat least10%larger thantheprobabilityof p in a terminatingstate.”
Althoughextendedlogic in Andova et al. [19] canexpressthesepropertiesthrougha
Markov rewardmodel,it cannotexpresstherewardin termsof acurrentpmf. In partic-
ular, it cannotmodelcheckapropertysuchas”Givenaninterval estimateof thecurrent
pmf, the energy consumptionof the network will be within [30 mW, 50 mW].” Such
propertiesareoftenof interestin practicalsystems.

The essentialideabehindour approachis quite simple.Inequalitiescombinedby
logical connectivesareexpressive enoughto specifya ®nite union or complementof
polytopesin thepmf space.Usingtemporaloperators,we canalsospecifythetime in
which thesequencepmf'sof a Markov chainshouldremainin a givenpolytope.Since
thepmf sequenceof a Markov chainis a functionof theinitial pmf, modelcheckingis
aboutdeterminingwhetherthereis aninitial pmf thatmayviolatethespeci®cation.In
our modelcheckingalgorithm,we ®nd themonotonicboundingfunctionsthatbound
theleft-handsideof inequalities.Togetherwith theboundednessof theinitial pmf, these
boundingfunctionsmake themodelcheckinga ®nite procedure.Themodelchecking
is doneby feasibility checkingfor thesetsof inequalities.



2 The DiscreteTime Mark ov Chain Model

A Markov processis astochasticprocesswhosepasthasnoin�uenceonthefutureif its
presentis speci®edandaMarkov chainis aMarkov processhaving acountablenumber
of states[5]. In this paperwerepresentaDiscreteTimeMarkov Chain(DTMC) X asa
tuple(S; M) whereS is a ®nite setof statesS = fs1; s2; : : : sngthatX cantake andM is
aMarkov transitionmatrix thatgovernsthetransitionsof X'sprobabilitymassfunction
(pmf). We alsousea columnvectorx(t) = [x1(t); x2(t); : : : ; xn(t)]T to representthepmf
of X at time t suchthat xi(t) = PfX(t) = sig. Thus,

x(t + 1) = M � x(t):

SinceM is a Markov matrix, thesumof eachcolumnis one.This guaranteesthat
M hasan eigenvalue� 1 = 1 [11]. We consideronly the Markov matriceswhich are
diagonalizable,andtheir eigenvalues� i haveabsolutevaluesstrictly lessthan1 except
� 1 = 1 (j� i j < 1 for i 2 [2; n]). Sinceall the eigenvaluesotherthan� 1 have absolute
valueslessthan1, regardlessof the initial pmf x(0), thereis a unique®nal pmf x(1 )
which is amultipleof theeigenvector� 1 = [� 1

1; � 1
2; : : : ; � 1

n]T correspondingto theeigen-
value� 1. Thatis, M � � 1 = 1 � � 1 andx(1 ) = � 1=

P n
i=1 � 1

i [11]. Theconstraintaboutthe
eigenvaluesis a necessaryandsu� cientconditionfor theexistenceof a uniquesteady
statepmf of X. Note thatan ergodicMarkov chainsatis®esthis eigenvalueconstraint
andtheirreducibility andaperiodicityarethenecessaryandsu� cientconditionsfor the
ergodicity of X sincejSj is ®nite [15]. This conditionis generallytruein practicalsys-
tems[14]. Thediagonalizabilityconstraintcanbe easilyenforcedeven if the original
Markov matrix is not diagonalizableby addingandsubtractingsmallrandomnumbers
from its elements[11]. Observe that suchvery small perturbationto the probability
valuesdonotchangethebehavior signi®cantly.

A Markov processis a deterministicsystemin the sensethat oncethe initial pmf
x(0) is given, the rest of the transitionsx(t); t � 1 are uniquely determinedby the
Markov matrixM: x(t) = M t � x(0).

3 Speci�cation Logic

Becausewe areinterestedin the temporalbehavior of thepmf, thespeci®cationlogic
shouldbeableto expresspropertiesof thetransitionsof thepmf. Thesortof properties
we areinterestedin comparea probabilitythata DTMC will bea particularstatewith
a constantor with anothersuchprobabilitypossiblyat a di� erenttime. We uselinear
inequalitiesaboutthepmf vectorsasatomicpropositionsof ourspeci®cationlogic.

3.1 Syntax

We useLTL as the speci®cationlogic wherethe atomicpropositionsof the LTL are
linearinequalitiesaboutthepmf x(t). Thesyntaxof thespeci®cationlogic is:

 ::= T j F j ineqj
:  j  _ � j  ^ � j
X j  U� j  R�

ineq::=
P n

i=1 ai � PfX = sig< b;



whereX = (fs1; : : : ; sng; M), ai 2 ’ andb 2 ’ . As usual,! , � and^ arede®nedas
follows:

 ! � � :  _ �;
�  � F R ;
^  � T U :

Observe that the comparisonbetweentwo probabilitiesat di� erenttimescanbe ex-
pressedby the linear inequalitiesof the form ineq. For example,given the DTMC
X = (fs1; : : : ; sng; M), theprobabilitythatX is in statesi at time t + k is givenby

PfX(t + k) = sig= xi(t + k) = M k
i � x(t);

whereM k
i is theith row of M k andx(t) is thepmf at time t.

Predicatesabouta Markov reward process[10] can also be expressedby linear
inequalities.We consideronly a constantrewardfunction� : S ! ’ for eachstate.A
performancemetricis anaccumulatedrewardover time.A predicateaboutanexpected
accumulatedrewardcanbeexpressedasfollows:

P T
k=0

P
si2S � (si) � PfX(t + k) = sig= r �

�P T
k=0 M k

�
� x(t)

= r � S�
�P T

k=0 � k
�

� S� 1 � x(t)

where� (si) isarewardfunctionassociatedwith astatesi , r isarow vector[� (s1); : : : ; � (sn)],
M = S� � � S� 1 with � adiagonalmatrixof eigenvaluesof M andtheT on thesumma-
tion is anupperboundof theaccumulationinterval. It canbe1 if therewardvectorr
is orthogonalto thesteadystatepmf vector.

3.2 Semantics

A ternarysatisfactionrelationj= over tuplesconsistingof a Markov matrix, an initial
pmf vectorandanLTL formulais recursively de®nedas:

M; x j= T
M; x 6j= F
M; x j= � ai � PfX = sig< b i� � ai � xi < b
M; x j= : � i� M; x 6j= �
M; x j= � _  i� M; x j= � or M; x j=  
M; x j= � ^  i� M; x j= � andM; x j=  
M; x j= X� i� M; M � x j= �
M; x j= � U i� thereexistsan i � 0 suchthatM; M i � x j=  and

for all 0 � j < i; M; M j � x j= �
M; x j= � R i� for all j � 0, if for every i < j M; M i � x 6j= � then

M; M j � x j=  
:

A binarysatisfactionrelationj=, over tuplesof a Markov chainandanLTL formula is
de®neasfollows:

X j=  i� for all initial pmf x(0); M; x(0) j=  ;

whereM is theMarkov matrix of X. Themodelcheckingproblemto ®nd out whether
a giventuple(X;  ) is in thebinaryrelationj= above.



3.3 Example

Wegiveasimpleexampleof asend/ackprotocolto illustratethenotation.Theprotocol
is representedby a statetransitiondiagramwherethetransitionlabelsareprobabilities
andthe labelsof thestateincludethereward(energy consumptionin this example)in
thatstate.
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Fig.1. A simplesend/ack protocol (left) andits Markov matrix (M) andexpectedenergy con-
sumption(E) duringtheinterval 0 andT (right).

TheLHS of Figure1 showsa simplesend/acknetwork protocol.In this protocol,a
sendersendsapacketandareceiver, onreceivingthepacket,repliesanack.If thesender
doesnot receive theackduringa certainperiodof time it sendsthepacket again.The
statess, ra, rX, XXandd represent̀sent', `receivedandacknowledged',`received
but not acknowledged',`not received' and`done'.The Markov matrix of this process
andtheexpectedenergy consumptionduringtheinterval 0 andT with initial pmf x(0)
areon theRHSof Figure1. Becausetherewardvector[10 2 1 0 0] is orthogonalto the
steadystatepmf vector[0 0 0 0 1], theexpectedenergy consumptionis boundedeven
if T is in®nite.

4 Model Checking

Let sX(x(0)) bea stringwhosealphabetis � = 2AP andits ith alphabetis fineq 2 AP :
ineq(M i �x(0))gwhereX is aDTMC, x(0) is aninitial pmf andAP is asetof inequalities.
Let LX � � � be a setof stringssX(x(0)) for all x(0). Thenour modelchecker checks
whetherLX � L whereL is a languageacceptedby the Büchi automatabuilt from
anLTL formula . Morespeci®cally, for agivenspeci®cation , it checkswhetherany
sX 2 LX is in L:  .

Ourmodelcheckingalgorithmhastwo steps.First,webuild aBüchiautomatonfor
thenegatednormalformof agivenLTL speci®cation usingtheexpandalgorithm[18].
Second,we checkthe feasibility of the initial pmf x(0) againstthe setof inequalities
collectedalong®nitepathsobtainedfrom theautomaton.Fromthesetof inequalities,if



thereis a feasiblesolution,thenacounterexamplethatdoesnotsatisfythespeci®cation
 is found.Otherwise,the DTMC X satis®esthe given speci®cation.Note that given
the linear inequalitiesof an LTL formula  anda Markov matrix M, we cancompute
anupperboundN onthenumberof timestepsafterwhichtheatomicpropositionsof  
becomeconstant.Thefollowing sectionderivestheupperbound.

4.1 Computation of Search Depth

Sincewe consideronly Markov matricesM thatarediagonalizableandwhoseeigen-
valueshave absolutevaluesstrictly lessthan1 (exceptfor � 1 = 1), thereis a stationary
®nal pmf x(1 ). Thatis, x(1 ) = S� � 1 � S� 1 � x(0) = � 1=

P n
i=1 � 1

i , whereS = [� 1; : : : ; � n],
� i is the eigenvectorcorrespondingto � i , � is a diagonalmatrix whosediagonalis
[� 1; : : : � n] [11]. Furthermore,sincex(t) is a pmf, 0 � xi(t) � 1 for all t. Thisconstraint
on theinitial pmf andtheexistenceof the®nal stationarypmf leadsto boundingfunc-
tionswithin which left-handsideof theinequalities,a � x(t) < b, will remainfor t � 0.
So, for the setof inequalitiesof a given LTL speci®cation,thereis a numberN after
which the truth valuesof the inequalitiesbecomeconstantfor every initial pmf x(0).
Thisguaranteestheterminationof themodelcheckingprocedure.

Theorem1. LetM 2 [0; 1]n� n bea Markov matrixwhich is diagonalizablewith eigen-
valuesj� i j < 1 for i = 2 : : :n and � 1 = 1, and let x(t) 2 [0; 1]n� 1 be the pmf at t
transitedbyM. Thenfor all inequalities

P n
j=1 ai j � x j(t) < bi of a givenLTL formula ,

if
P n

j=1 ai j � x j(1 ) , bi thenthere is an integer N such that for anyinteger N0 � N,

� n
j=1ai j � x j(N0) < bi i� � n

j=1ai j � x j(N) < bi :

Proof. For an inequality
P n

i=1 ai � xi(t) < b, let a betherow vector[a1; : : : ; an] andlet
b1 betheinnerproductof a andthe®nal pmf of M suchthatb1 = a � M1 � x(0) where
x(0) is any initial pmf.Frombothsidesof theinequalityatstept, a�x(t) < b wesubtract
theequalitya � x(1 ) = b1 . Thus

a � (M t � x(0) � x(1 )) < b � b1 :

Sincethe left handsideof the inequalitytendsto 0 ast ! 1 andb , b1 , for a given
x(0) thereis aboundn0 afterwhich thetruthvalueof theinequalitybecomesaconstant
(trueif b1 < b, falseotherwise).

Now, weshow thatfor all initial pmf x(0) thereis aboundN afterwhichtheinequal-
ity becomeaconstant.TheboundN canbeavalueof t suchthatja�(M t �x(0)� x(1 ))j <
jb � b1 j even though this bound may not be minimal. The fact that x(0) is a pmf
(0 � xi(0) � 1) leadsto a monotonicallydecreasingfunction which is larger than
theleft sideof thepreviousinequalityregardlessthechoiceof x(0).

���a �
�
M t � x(0) � x(1 )

���� =
����a �

�
S � � t � S� 1 � x(0) � x(1 )

� ����

=
����
P n

i=2 ci � � t
i �

P n
j=1 S� 1

i j � x j(0)
����

�
P n

i=2 jci j � j� i jt �
P n

j=1 jS� 1
i j j � x j(0)

�
P n

i=2 jci j � j� i jt �
P n

j=1 jS� 1
i j j � 1;



whereM = S�� �S� 1, � is thediagonalmatrixof eigenvalues� i andSis theeigenvector
matrix [� 1; � 2; : : : ; � n] andc = [c1; c2; : : : ; cn] = a � S. Since

P n
i=2 jci j � j� i jt �

P n
j=1 jS� 1

i j j is
amonotonicallydecreasingfunctionof t which is largerthanja� (M t � x(0) � x(1 ))j, the
integerN is themaximumNi of all inequalitiesin  suchthatNi is theminimumt that
satis®es

P n
i=2 jci j � j� i jt �

P n
j=1 jS� 1

i j j < jb � b1 j.

GivenaDTMC X = (S; M), aninitial pmf x(0)andanLTL formula,becausewecan
computethe boundafter which the truth valueof the inequalitiesin the LTL formula
becomeconstants,aftera®niteexpansionof theLTL formula,wecanevaluateit. Recall
thatthe`until' and`release'operatorsmayberewrittenas

� U �  ^ (� _ X(� U ))
� R � (� ^  ) _ (� ^ X(� R )):

However, becauseiLTL usesa Büchi automatonfor a given LTL formula,we do not
explicitly expandtheformulaasabove.

4.2 Model checkingasfeasibility checking

In orderto checkthemodelX againsta speci®cation , we ®rst build a LabeledGen-
eralizedBüchi Automata(LGBA) by theexpansionalgorithmin [18]. TheLGBA is a
6-tupleA = (S; R; S0; F; D; L) whereS is a setof states,R � S � S is a transitionrela-
tion, S0 � S is a setof initial states,F 2 22S

is a setof setsof ®nal states,D is a setof
inequalitiesandL : S ! 2D is a labelingfunctionthatreturnsa setof inequalitiesthat
a stateshouldsatisfy. Notethat : (a � x < b) is convertedto theinequality� a � x < � b
while ®ndingthenegationnormalform of  .

We call a (possiblyin®nite) sequenceof statesq = q0q1 � � � q! a sequenceof A if
(qi ; qi+1) 2 R for i � 0. For each®nal setFi 2 F, if someelementsof thesetappear
in®nitely oftenin q thenwecall q anacceptingsequenceof A . A sequenceq of A is an
executionof A if q0 2 S0. We saythata sequenceq of A acceptsa pmfx(t) if x(t + � )
satis®esall inequalitiesof L(q� ) for � � 0. An LGBA A acceptsa pmfx(0) if thereis
anacceptingexecutionof A thatacceptsx(0).

Let F0 = fqi : an acceptingsequenceof A (q1; : : : ; qi ; : : : ; qk)� acceptsthe pmf
x(1 )gwhereq� meansan in®nite concatenationof q. And, let F+ = fqi : a sequence
of A q1; : : : ; qi; : : : ; qk acceptsthepmf x(1 ), andqk 2 F0g. Note that any statein F+

is reachableto an acceptingsequenceof A . So,we checkonly thosesearchpathsof
lengthN thatendswith a statein F+ .

Theorem2. Let A be an LGBA (S; R; S0; F; D; L) for a speci�cation , let M be the
Markov matrix of X and let a set of inequalitiesI (q) for an executionq be I(q) =
fa � M i � x < b : a � x < b 2 L(qi); i 2 [0; N]gwhere the N is theboundcomputedin
theorem1.

A pmf x(0) is acceptedby A i� there is an executionq = q0q1 � � � q! of A with
qN 2 F+ andx(0) is a feasiblepoint of I (q).



Proof. ! : SinceA acceptsx(0) thereis anacceptingexecutionq of A thatacceptsx(0).
Thatis,x(t) satis®esall inequalitiesin L(qt) for t � 0.Sincea�x(t) < b � a�M t �x(0) < b,
x(0) is a feasiblepointof I (q)

Let qN be thesu� x of q after®rst N elements.SinceqN is anacceptingsequence
of A with in®nite lengthover a ®nite setof states,thereis a loop in thesequencethat
includesat leastoneelementsof Fi for all Fi 2 F. Sincesomestatesof theloop arein
F0, andsinceqN is reachableto thatstatesqN 2 F+ .

 : Sincex(0) satis®esall inequalitiesof I (q), q acceptsx(0) andsinceqN 2 F+ , q
is anacceptingexecutionof A . Hence,A acceptsx(0).

SinceA acceptsexactly thoseexecutionsthat satisfy [18] if thereis a feasibleso-
lution for I (q) of an executionq of A with qn 2 F+ thenM; x(0) j=  . Hence,x(0)
is a counterexampleof the speci®cation:  the original speci®cation.The feasibility
canbecheckedby solvinga linearprogrammingproblemwith arti®cial variables[7].
Sincewe checkthefeasibility by linearprogrammingwe have a problemdealingwith
inequality. For example: (a > b) will be translatedas� a < � b insteadof � a � � b.
However, becausewearedealingwith continuousvalues,preciseequalityis notmean-
ingful. Instead,we cancheckpropertiessuchas,ja � bj < � or ja � bj > � .

Figure2 shows a Büchi automatonfor thenegationof []a . Let usassumethat : a
is true for the ®nal pmf. Thenall threestatesare in F+ = ffTg; f: ag; fggandafter N
transitionsthe model checker will decide[]a false.If : a is falsefor the ®nal pmf
then the only statein F+ is the ®nal statewith an empty setof atomicpropositions
(F+ = ffgg). So,if F+ is reachableby N transitionsthen[]a is false,otherwiseit is true.

{T}

{-a}

{}

Fig.2. A BÈuchiautomatonfor anLTL formula: []a

Onedi� culty in the DTMC model checkingis the sizeof the initial pmf space.
Sincex(0) 2 [0; 1]n with

P n
i=1 xi(0) = 1, wecannotbuild anautomatonfor theintersec-

tion of X andanLTL formula asis donein [8]. Instead,wecheckthefeasibilityof the
initial distributionagainstthetransformedinequalities(i.e.,considertheinequalitiesas
linearconstraints).

Let A betheBüchi automatonfor anLTL formula:  andlet N betheboundfor a
DTMC X andtheinequalitiesin  . ThentheLTL DTMC modelcheckingcanbedone



by a depth-®rst-searchfor a sequenceq = q0q1 � � � qN of A with q0 2 S0 andqN 2 F+

andhasa feasiblesolutionx(0) for thesetof inequalitiesI (q). Thus,X j=  i� thereis
a suchsequenceq. If X 6j=  thenx(0) is a counterexample.

Sincewedepth-®rstsearchthesequences,if infeasibility is foundearlyin thesearch
treeby theset[ k

i=0fa � M k� 1 � x < b : a � x < b 2 L(qi)gwith a smallk thenwe canskip
checkinglargesub-branches.Onesmallbut very e� cientoptimizationis checkingthe
newly addedinequalitieswith thefeasiblevectorfrom thepreviousstatebeforedoing
thelinearprogramming.In many caseswe canskip thelinearprogramming.

As an exampleof the modelcheckinglet us considerthe the Büchi automatonof
Figure2.AssumethatN is 3 and: a is falseby the®nalpmf x(1 ). ThenF+ is thestates
labeledby ff: ag; fgg. All pathsof length3 thatendwith theclosureare:

(: a; �; � ); (T; : a; � ); (T;T; : a):

Sothesetof inequalitiesto checkare(let : a is c � x < b):

fc � x < bg; fc � M � x < bg; fc � M 2 � x < bg

If thereisafeasiblesolutionvectorx(0) thatsatis®esany of thethreesetsof inequalities,
thenx(0) is a counterexamplethatsatis®esthenegatedspeci®cation: []a . Thatis, the
initial pmf x(0) violatesthespeci®cation[]a .

5 iLTLChecker: a Mark ov Chain Model Checker

Thesyntaxof iLTLChecker is straightforward;it hastwo mainblocks:correspondingto
themodelandto thespeci®cation.We input thestatesof aDTMC andits Markov tran-
sitionmatrix in themodelblock.In thespeci®cationblock,wewrite optionalinequality
de®nitionsfollowedby aniLTL formula.Figure3 showsasnapshotof theexecutionof
iLTLChecker. It is availablefrom thewebsitehttp://osl.cs.uiuc.edu/� ykwon4.

5.1 Example: an M/M/1 queueingsystem

Consideraqueuingsystemof Figure4. It is anM/M/1queueingsystem[12] with capac-
ity 5, arrival rate� = 60=secandservicerate� = 70=sec. To simplify thediscretization
process,weover-samplethesystem(1000sample/sec)andassumethatoneachsample
a singlenew job arrivesor a singlejob is ®nishedwith theprobabilityof 0.06(� ) and
0.07(� ) each.If a new job arriveswhenthequeueis full, it will bedropped.

Letq = (fq0; q1; q2; q3; q4; q5g; M) betheDTMC for thequeueingsystem.Eachstate
of q representsthenumberof jobs in thequeue.TheMarkov transitionmatrix M can
beobtainedfrom thefollowing probabilityequations:

Pfq(t + 1) = qig = � � Pfq(t) = qi� 1g+ � � Pfq(t) = qi+1g
+(1 � � � � ) � Pfq(t) = qigwherei 2 f1; : : : ; 4g

Pfq(t + 1) = q0g= � � Pfq(t) = q1g+ (1 � � ) � Pfq(t) = q0g
Pfq(t + 1) = q5g= � � Pfq(t) = q4g+ (1 � � ) � Pfq(t) = q5g:

Thesteadystatepmf vectorof q is [ 0.240.200.170.150.130.11] andtheexpected
numberof jobsin thequeueat thesteadystateis 2.0569.

Ourmodelcheckerdescriptionfor thesystemis asfollows:



,

Fig.3. iLTLChecker: asnapshotof anexecutionof iLTLChecker.

,

=60/sec
m=70/sec

l

Fig.4. A queueingsystemexample:M/M/1 queuewith capacity5, � = 60=secand� = 70=sec.

model:
Markov chain q

has states :
{ q0, q1, q2, q3, q4, q5},

transits by :
[ .94, .07, .00, .00, .00, .00;

.06, .87, .07, .00, .00, .00;

.00, .06, .87, .07, .00, .00;

.00, .00, .06, .87, .07, .00;

.00, .00, .00, .06, .87, .07;

.00, .00, .00, .00, .06, .93 ]
specification:

a : P{q=q4} + 0.7 < P{q=q5},
b : P{q=q3} + 0.1 < P{q=q4},
c : P{q=q2} + 0.1 < P{q=q3},
d : 1*P{q=q1} + 2*P{q=q2} + 3*P{q=q3}

+ 4*P{q=q4} + 5*P{q=q5} < 2.057,
e : 1*P{q=q1} + 2*P{q=q2} + 3*P{q=q3}

+ 4*P{q=q4} + 5*P{q=q5} < 2.056
a -> <> b



The model block of the checker de®nesthe DTMC for the diagram:the statesand
theMarkov transitionmatrix.The`has states' block speci®esanorderedsetof the
statesof theMarkov processq. The`transits by' block de®nestheMarkov matrix
thatgovernsthetransitionsof thepmfof q. Therowsandcolumnsareorderedaccording
to theorderof thestatesetde®nedpreviously. Thatis, the(i; j)th elementof thematrix
mi j is theprobabilityP[q(t + 1) = si jq(t) = sj ].

The®rst partof thespecification blockcontainsoptionalinequalityde®nitions.
Thetime index of therandomvariableis omittedfrom theinequalitiesfor convenience.
The secondpart of the specification block is an LTL formula againstwhich the
modelwill bechecked.Its atomicpropositionsareeitherT, F or theinequalitiesde®ned
previously.

TheLTL formulaa-><>b checkswhetheroncePfq = q5gis at least0.7 largerthan
Pfq = q4gtheneventuallyPfq = q4gwill be at least0.1 larger thanPfq = q3g. The
following is theresultof themodelchecking.

Depth: 138
Result: T

The depthvalue 138 is the searchdepth.Sincethe depthappearsbeforethe actual
modelcheckingalgorithmbegins,a usercanabortthemodelcheckingandadjustthe
speci®cationif theboundis too large.Theresultof themodelcheckingis truemeaning
theDTMC q satis®estheformulaa-><>b.

Again we checked the formula a-><>c. The formula checksa similar condition
with the previousexampleexceptq4 is replacedby q3 andq3 is replacedby q2. The
modelcheckingresultis:

Depth: 95
Result: F
counterexample: [ 0.30 0.00 0.00 0.00 0.00 0.70 ]

The checker disproves the propertyby providing a counterexampleabove. Figure 5
shows theprobabilitytransitions.It shows thatoncetheinequalitya is satis®ed,Pfq =
q3gis never largerthanPfq = q2gby 0.1.

Finally, thespeci®cation<>[](d /\ ~e) checkswhethertheexpectednumberof
entitiesin thequeueat thesteadystateis in between2.057and2.056.Sincethecom-
putedvalueof it is 2.0569,thecheckershouldreturntrue. However, therequireddepth
to checkthe speci®cationis 630 and it cannotbe checked easily becausethe num-
ber of pathsto be searchedis exponentialin N. In this example,the early checking
strategy doesnot prunemany branches.As a result the checkingdid not ®nish in 10
minuteswith a 1.2GHzPentiumIII machine.However, sincethe eigenvaluesof the
Markov matrix are f 1.0,0.98,0.93,0.87,0.80,0.76 g the Markov processhasa unique
steadystatepmf. So, for the purposeof steadystateexpectedqueuelength,we can
check<>[]~(d /\ ~e) insteadof <>[](d /\ ~e) . Theresultis asfollows:

Depth: 630
Result: F
counterexample: [ 0.13 0.21 0.12 0.53 0.00 0.00 ]
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Sincethereis a steadystateexpectedvalueandtheexpectedvalueis notoutsideof
the interval (2.057,2.056),it mustbe in the interval. Figure6 shows how theexpected
valuechangesfrom theinitial pmf of thecounterexample.Thevaluealwayseventually
remainsin theinterval.Sothemodeldoesnotsatisfythespeci®cation,andwecaninfer
thatthesteadystateexpectedvaluewill remainin theinterval.

6 Conclusions

We have developedanLTL modelcheckingalgorithmfor discretetime Markov chain
models.To specifythetemporalbehavior of Markov chains,we addlinearinequalities
aboutpmf vectorsto theatomicpropositionsof LTL. Suchinequalitiescombinedwith
logicalconnectivesareexpressiveenoughto specifytemporalbehavior of aMarkov re-
wardmodel.Sincethefuturerewardsareexpressedin termsof initial pmfs,wecanuse
an interval estimateof the currentpmf in the speci®cation.For example,an expected
energy consumptionof a network protocolgivencurrentpmf aboutstatescanbespeci-
®edandchecked.GivenaMarkov transitionmatrix,wecan®nd amonotonicbounding
functionwithin which thepmf mustremain.With theboundingfunction,wecan®nd a
time boundafterwhich theinequalitiesbecomeconstant.Hencethemodelcheckingis
guaranteedto terminate.

In a practicalsystemlike wirelesssensornetwork (WSN), modelingstatesof the
network asthey arewill encountera state-explosionproblem.For example,a WSN of
100nodesmodeledasqueueingsystemsof capacity10 has10100 stateswhich cannot
be representeddirectly. For this matter, statelumping techniquesandspacee� cient
structureslike MDD (multi-valueddecisiondiagram)areintroduced[3]. Therealsois
a probabilisticsimulationbasedapproachfor this problem[6]. As a future work for
verifying largescalesystem,we arelooking for thesedirections.

Althoughmodelcheckingis expensive,somepreliminaryexperimentswith a tool
basedon our modelchecker suggeststhat it may be useful for a numberof practical
examples.Recallthatthemodelcheckerdoesadepth-searchfor acounterexampleover
the executionsof the Buchi automataof the speci®cation.A boundfor the lengthof
executionsis found; this boundis a functionof theMarkov matrix M andthe inequal-
ities usedin the speci®cation.The time complexity of our algorithmis O((maximum
outdegreeof thenodesin Büchiautomaton)N). However, in practicethemodelchecker
skipsmany branchesof thesearchtreeby checkingthefeasibilityearlyin thepath.We
areplanningto introducethepartialorderreductiontechniqueusedin theSPINmodel
checkerwhichcanreducethesearchspacesubstantially[9].

We describea queueingsystemandmodel checkseveral propertiesfor this sys-
temasa way to illustratetheusefulnessof our modelcheckingtool. We arecurrently
carryingout furtherwork on thetool andapplyingit to otherapplications.
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