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Abstract. We develop away of analyzingthe behaior of systemanodeledus-
ing DiscreteTime Markov Chains(DTMC). Speci cally, wede neiLTL,anLTL
with linearinequalitiesonthe pmf vectorsasatomicpropositionsiL TL allows us
to expressotonly propertiesuchastheexpectechumberof jobsor theexpected
enepgy consumptiorof aprotocolduringatimeintenal, but alsoinequalitiesover
suchvalues.We presentan algorithmfor modelcheckingpropertiesof DTMCs
expressedn iLTL. Our modelchecler di ersfrom existing probabilisticonesin
thatthe latter do not checkpropertiesof the transitionson the probability mass
function (pmf) itself. Thus,iLTLChed&er cancheck,given aninterval estimate
of currentpmf, whetherfuture pmfs will always satisfya speci cation. We be-
lieve suchpropertiesoften arisein distributed systemsand networks and may;
in particular be usefulin specifyingrequirementdor routing or load balancing
protocols Our algorithmhasbeenimplementedn atool callediL TLCheder and
we illustratethe useof thetool by meansf someexamples.

1 Intr oduction

Many aspectof the behaior of distributedandembeddesdystemsarestochastiand
memorylessn nature;Markov chainsprovide agoodmodelto analyzesuchbehavior.
In particular queueingsystemsandnetwork protocolsareoftenanalyzedisingMarkov
chains[14,4]. We develop a simpleand e cient algorithm for model checkingthe
behaior of suchsystemsAn advantageof usingMarkov chainsis thatonecandirectly
obtainthe modelfrom a systemby estimatinghe probability massfunctions(pmf)over
time. For example,in a sensometwork, we canobtaina sequencef pmfs of sensor
stateshy taking successie snapshots.

We areinterestedn thetemporalbehavior of a systenthatcanbeexpressedy lin-
earinequalitiesoverthe pmfs. For example,suchinequalitiesmaybe usedto compose
theexpectedqueudengthof aqueueingsystemor the expectedenegy consumptiorof
a network protocol.We de®nea Linear Tempoal Logic, iLTL, which expressegprop-
ertiesof a Markov chain;the atomic propositionsof iLTL include linear inequalities
over pmfs. We develop a methodfor modelcheckingformulaein this logic giventhe
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Markov chainrepresentatiof a systemandimplementthe methodin atool called
iLTLCheger.

iLTLChe&er may alsobe usedasa run-time safetychecler. For example,by an-
alyzing a snapshotwe canget an intenval estimateof the probability distribution of
currentstates Sincesuchanintenval estimatemay be expressedasa setof linearin-
equalitiesaboutthe pmf, we can checkwith certaincon®dencdevel whethersome
(possiblyfuture) safetypropertymaybeviolated.

A numberof usefulprobabilisticlogics and associatednodel checlershave been
developedbasedon logics. In particular modelcheckinglogicspCTL andpCTL* are
probabilisticextensionsof the ComputationTree Logic (CTL). They expressquanti-
tative boundson the probabilitiesof correctbehavior [1]. Continuous-timeStochastic
Logic (CSL) is a logic for ContinuousTime Markov Chains(CTMC) which hasan
operatoito reasoraboutthe steady-statprobabilitiesof a system13].

PRISMis atool thatcanmodelcheckDTMC, CTMC andMarkov DecisionPro-
cessedor speci®cationsvrittenin pCTL or CSL[16]. Alf arointroducesnondetermin-
ism, or strategy, in pCTL andpCTL* [2]. A stratay is expresseasaconditionalprob-
ability and his model checler checksthe worst caseand the bestcaseprobabilities.
Recently Andova et al. [19] extendedpCTL to modelchecka Markov reward model.
With their logic, we can specify suchcharacteristicsas the expectedvalue. An LTL
modelchecler for Markov chainshasbeendevelopedby Vardi which checkswhether
theprobabilitymeasuref the pathsthatdo not satisfya speci®catioris zero[17]. How-
ever, all theabove modelcheclersuselogicsthatcannotexpressdynamicbehaiors of
Markov processesisingthesdogics,onecannotcompareoneprobabilitydirectly with
anothemprobability. For example,in pCTL we canexpressthe property“The probabil-
ity thata processp will eventuallyterminateis largerthan0.9” Similarly, in CSL we
canexpress‘The probability thatin the long run the queuewill be full is 0.5” [16].
But in neitherlogic canwe expressthe property“Eventuallythe probability of p in a
busy statewill be atleast10% largerthanthe probability of p in aterminatingstate.
Although extendedlogic in Andova et al. [19] canexpressthesepropertieshrougha
Markov rewardmodel,it cannotexpresgherewardin termsof a currentpmf. In partic-
ular, it cannotmodelcheckapropertysuchas’Givenaninterval estimateof the current
pmf, the enegy consumptiorof the network will be within [30 mW, 50 mW].” Such
propertiesareoftenof interestin practicalsystems.

The essentiaideabehindour approachs quite simple.Inequalitiescombinedby
logical connectvesare expressve enoughto specify a ®nite union or complemenbf
polytopesin the pmf space Using temporaloperatorsye canalsospecifythetime in
which the sequencemf's of a Markov chainshouldremainin a givenpolytope.Since
the pmf sequencef a Markov chainis a functionof theinitial pmf, modelcheckingis
aboutdeterminingwhetherthereis aninitial pmf thatmay violate the speci®cationIn
our modelcheckingalgorithm,we ®nd the monotonicboundingfunctionsthatbound
theleft-handsideof inequalities Togethemwith theboundednessf theinitial pmf, these
boundingfunctionsmale the modelcheckinga ®nite procedureThe modelchecking
is doneby feasibility checkingfor the setsof inequalities.



2 The Discrete Time Mark ov Chain Model

A Markov processs a stochastiprocessvhosepasthasnoin uence onthefutureif its
presents speci®edandaMarkov chainis aMarkov proces$iaving acountablenumber
of stated5]. In this paperwe represena DiscreteTime Markov Chain(DTMC) X asa
tuple(S; M) whereS is a®nite setof statesS = fg; s;::: s,gthatX cantake andM is
aMarkov transitionmatrix thatgovernsthetransitionsof X's probabilitymassfunction

of X attimet suchthatx;(t) = PfX(t) = sg Thus,
Xt+1)=M x(b):

SinceM is a Markov matrix, the sumof eachcolumnis one.This guaranteeghat
M hasaneigervalue ; = 1 [11]. We consideronly the Markov matriceswhich are
diagonalizableandtheir eigervalues ; have absolutevaluesstrictly lessthanl1 except

1 =1( ij < 1fori 2 [2;n]). Sinceall the eigervaluesotherthan ; have absolute

valueslessthan1, regardlessof the initial pmf x(0), thereis a uniqgue®nal pmf x(1 )
whichis amultiple of theeigervector * = [ ; 21’5 .17 YT correspondingo theeigen-
value ;. Thatis, M '=1 ‘tandx(1)= *'= [, ![11]. Theconstraintaboutthe
eigervaluesis anecessarpndsu cientconditionfor the existenceof a uniquesteady
statepmf of X. Note thatan ergodic Markov chainsatis®eghis eigervalueconstraint
andtheirreducibility andaperiodicityarethenecessargndsu cientconditionsfor the
ergodicity of X sincejSj is ®nite [15]. This conditionis generallytruein practicalsys-
tems[14]. The diagonalizabilityconstraintcanbe easilyenforcedevenif the original
Markov matrixis not diagonalizabléy addingandsubtractingsmallrandomnumbers
from its elementg11]. Obsene that suchvery small perturbationto the probability
valuesdo notchangehe behaior signi®cantly

A Markov processs a deterministicsystemin the sensethat oncethe initial pmf
x(0) is given, the rest of the transitionsx(t); t 1 are uniquely determinedby the
Markov matrixM: x(t) = Mt x(0).

3 Speci cation Logic

Becausewe areinterestedn the temporalbehaior of the pmf, the speci®catioriogic
shouldbeableto expresgpropertief thetransitionsof the pmf. The sortof properties
we areinterestedn comparea probabilitythata DTMC will be a particularstatewith
a constantbr with anothersuchprobability possiblyata di erenttime. We uselinear
inequalitiesaboutthe pmf vectorsasatomicpropositionsof our speci®catiorogic.

3.1 Syntax

We uselLTL asthe speci®cationlogic wherethe atomic propositionsof the LTL are
linearinequalitiesaboutthe pmf x(t). The syntaxof the speci®catiorogic is:

m=TjFjineqj
S
j UjR
ineq::= L& PfX=sg<b;



whereX = (fs;;::1;s,gM), a4 2’ andb 2’ . Asusual,! , and” arede®nedas
follows:

! S
FR;

N TU:
Obsene that the comparisorbetweentwo probabilitiesat di erenttimes canbe ex-
pressedvy the linear inequalitiesof the form ineq For example,given the DTMC
X = (fs1;::1; sng M), theprobabilitythat X is in states attimet + k is givenby

PEX(t+ K) = 5= xi(t+ K) = MK x(t);

whereMK is theit" row of M* andx(t) is the pmf attimett.

Predicatesabouta Markov reward process[10] can also be expressedby linear
inequalities We consideronly a constantewardfunction :S! ’ for eachstate A
performancenetricis anaccumulatedewardovertime. A predicateaboutanexpected
accumulatedeward canbe expressedsfollows:

P, P P
o s2s (8) PIX(t+K) =sg=r oMk x(0)
=S o KOSt
where (s) isarewardfunctionassociatedith astates, r isarow vector[ (s1);:::; ()],

M=S S 'with adiagonalmatrix of eigervaluesof M andtheT onthesumma-
tion is anupperboundof the accumulatiorinterval. It canbe 1 if the rewardvectorr
is orthogonalko the steadystatepmf vector

3.2 Semantics

A ternarysatishctionrelationj over tuplesconsistingof a Markov matrix, an initial
pmfvectorandanLTL formulais recursvely de®nedas:

M;xET

M;x 6] F

M;xEF a PIX=sg<bi & X<b
M;XF: i M;x6§

M;X E M;xE orM;xF

M;xE X M;M xFE
M;xF U thereexistsani 0 suchthatM;M' x F and
forall0 j<i;:M;MI xg ,
M;xF R i forallj O,if foreveryi < jM;M' x 6 then
M;MI xE
A binary satishctionrelationf, overtuplesof a Markov chainandanLTL formulais
de®neasfollows:

[
_

M;xF ~ i M;xF andM;xF
i
[

XF i forallinitial pmfx(0); M;x(0)F ;

whereM is the Markov matrix of X. Themodelcheckingproblemto ®nd out whether
agiventuple(X; )isin thebinaryrelationj above.



3.3 Example

We give asimpleexampleof a sendackprotocolto illustratethenotation.The protocol
is representetly a statetransitiondiagramwherethetransitionlabelsareprobabilities
andthelabelsof the stateincludethe reward (enegy consumptiorin this example)in
thatstate.

81 1 1
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1
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M =[E090000

1 10000

\ 01901
E=[102100] [L,M! x(0)

Fig. 1. A simple sendack protocol (left) andits Markov matrix (M) and expectedenegy con-
sumption(E) duringtheinterval 0 andT (right).

TheLHS of Figurel shavs a simplesendacknetwork protocol.In this protocol,a
sendesendspacletandarecever, onreceving thepaclet,repliesanack.If thesender
doesnot receve theack duringa certainperiodof time it sendsthe paclet again.The
statess, ra, rX, XXandd representsent’, recevedandacknavledged', receved
but not acknavledged', not received' and "done'. The Markov matrix of this process
andthe expectedenegy consumptiorduringtheinterval 0 andT with initial pmf x(0)
areonthe RHS of Figurel. Becausdherewardvector[10 2 1 0 0] is orthogonato the
steadystatepmf vector[0 0 0 0 1], the expectedenegy consumptioris boundedeven
if T isin®nite.

4 Model Checking

Let sx(x(0)) beastringwhosealphabeis = 22" andits i alphabeis fineq2 AP :
inegM' x(0))gwhereX isaDTMC, x(0) is aninitial pmfandAP is asetof inequalities.
Let Lx be a setof stringssx(x(0)) for all x(0). Thenour modelchecler checks
whetherLx L whereL is alanguageacceptedy the Buchi automatabuilt from
anLTL formula . More speci®callyfor agivenspeci®cation , it checkswhetherary
sx 2 Ly isin L.

Ourmodelcheckingalgorithmhastwo steps First,we build a Biichi automatorfor
thenggatednormalform of agivenLTL speci®cation usingtheexpandalgorithm[18].
Secondwe checkthe feasibility of the initial pmf x(0) againstthe setof inequalities
collectedalong®nite pathsobtainedrom theautomatonFromthesetof inequalitiesjf



thereis afeasiblesolution,thena countergamplethatdoesnot satisfythe speci®cation
is found. Otherwisethe DTMC X satis®eghe given speci®cationNote that given
thelinearinequalitiesof anLTL formula anda Markov matrix M, we cancompute
anupperboundN onthenumberof time stepsafterwhich theatomicpropositionsof
becomeconstantThefollowing sectionderivesthe upperbound.

4.1 Computation of Search Depth

Sincewe consideronly Markov matricesM that arediagonalizableandwhoseeigen-
valueshave absolutevaluesstrictly lessthanl (exceptflgr 1 = 1), thereis a stationary
®nalpmfx(l). Thatis,x(1)=S * St x(0)= = L, Y whereS=[ *;:::; 1],
" is the eigervector correspondingo j, is a diagonalmatrix whosediagonalis

[ 1;::: n] [11]. Furthermoresincex(t) isapmf,0 x(t) 1 for all t. This constraint
ontheinitial pmf andthe existenceof the ®nal stationarypmf leadsto boundingfunc-
tionswithin which left-handside of theinequalitiesa x(t) < b, will remainfort 0.

So, for the setof inequalitiesof a given LTL speci®cationthereis a numberN after
which the truth valuesof the inequalitiesbecomeconstantfor every initial pmf x(0).

This guaranteetheterminationof the modelcheckingprocedure.

Theorem1. LetM 2 [0; 1]" " bea Markov matrix which is diagonalizablewith eigen-
valuesj jj < 1fori = 2:::nand ; P 1, and let x(t) 2 [0;1]" ! be the pmfat t
trapsitedby M. Thenfor all inequalities 1@ Xj(t) < by ofagivenLTL formula ,
if ’j‘:lai,- Xj(1), bithentherisaninteger N suc thatfor anyinteger N° N,

L x(N)<bii  Liaj x(N)<b

Proof. For aninequalitypi”:lai Xi(t) < b, leta betherow vector[ay;:::;an] andlet
b! betheinnerproductof a andthe®nal pmf of M suchthatld = a M! x(0) where
x(0) is ary initial pmf. Frombothsidesof theinequalityatstept, a x(t) < b we subtract
theequalitya x(1)=b'.Thus

a (M' x(0) x(1))<b b':

Sincethe left handsideof theinequalitytendsto O ast ! 1 andb, b', for agiven
x(0) thereis aboundn® afterwhich thetruth valueof theinequalitybecomes constant
(trueif b! < b, falseotherwise).

Now, we show thatfor all initial pmfx(0) thereis aboundN afterwhichtheinequal-
ity becomeaconstantTheboundN canbeavalueof t suchthatja (M' x(0) x(1))j<
jb bl even thoughthis bound may not be minimal. The fact that x(0) is a pmf
(0  x(0) 1) leadsto a monotonicallydecreasingunction which is larger than
theleft sideof the previousinequalityregardlesghe choiceof x(0).

a M' x(0) x(1) =a S 'St x0 x(1)
P
= LG r']-lsijl xj(0)
R S R T
ekl 1 pafSi (0
S TN T A I



whereM =S S 1 isthediagonamatrixof eigervalue iandSisthei§igen/ector
matrix[ % 2:::; "andc=[c;ciic] = a S.Since [L,jcij j it L1iS;liis
amonotonicallydecreasindunctionof t whichis largerthanja (M x(0) x(1))j, the
integer Nsis themaximHmNi of all inequalitiesn  suchthatN; is theminimumt that
satis®@es L,jcij jif'  [-1iS;li<ib bl

|

GivenaDTMC X = (S; M), aninitial pmfx(0) andanLTL formula,becausevecan
computethe boundafter which the truth value of the inequalitiesin the LTL formula
becomeconstantsaftera®nite expansiorof theLTL formula,we canevaluateit. Recall
thatthe “until' and release’'operatorsmayberewrittenas

U ~O_X(U))
R (" )" XCR)):

However, becausdaL TL usesa Buchi automatorfor a given LTL formula, we do not
explicitly expandtheformulaasabove.

4.2 Model checkingasfeasibility checking

In orderto checkthe model X againsta speci®cation , we ®rst build a LabeledGen-
eralizedBuchi Automata(LGBA) by the expansionalgorithmin [18]. The LGBA is a
6-tupleA = (S;R; So; F; D; L) whereS is asetof statesR S S is atransitionrela-
tion,Sy  Sisasetof initial statesF 2 22° is asetof setsof ®nal statesp is a setof
inequalitiesandL : S! 2P is alabelingfunctionthatreturnsa setof inequalitiesthat
a stateshouldsatisfy Notethat: (a x < b) is corvertedto theinequality a x< b
while ®ndingthe negationnormalform of

We call a (possiblyin®nite) sequencef statesqg = g1 1 asequencef A if
(gi;qgi+1) 2 Rfori 0. For each®nal setk 2 F, if someelementsf the setappear
in®nitely oftenin qthenwe call g anacceptingsequencef A . A sequenceg of A isan
executionof A if gg 2 Sp. We saythata sequence of A acceptsa pmfx(t) if x(t+ )
satis®esall inequalitiesof L(q) for 0. An LGBA A acceptsa pmfx(0) if thereis
anacceptingexecutionof A thataccept(0).

Let FO = fg : anacceptingsequenceof A (qi;:::;0i;:::;Qk) acceptsthe pmf
x(1 )gwhereg meansanin®nite concatenatiorf q. And, let F* = fg; : a sequence
of A qi;:::;q;;:::; gk acceptghe pmf x(1 ), andgx 2 F% Notethatary statein F*

is reachablgo an acceptingsequencef A. So,we checkonly thosesearchpathsof
lengthN thatendswith a statein F*.

Theorem?2. Let A bean LGBA (S;R; Sp; F; D; L) for a speci cation , let M bethe
Markov matrix of X and let a setof inequalities|(qg) for an executionq be I(q) =
fa Ml x<b:a x<b2L(qg)i 2 [0;N]gwhee the N is the boundcomputedn
theoem1.

A pmfx(0) is acceptecby A i thereis anexecutionq = qog:  q of A with
gn 2 F* andx(0) is a feasiblepoint of 1 (q).



Proof ! : SinceA acceptx(0)thereis anacceptingexecutiong of A thatacceptx(0).
Thatis, x(t) satis®esll inequalitiesn L(q) fort 0.Sincea x(t) <b a M! x(0) < b,
x(0) is afeasiblepointof 1(q)

Let g\ bethesu x of q after®rst N elementsSinced' is anacceptingsequence
of A with in®nite lengthover a ®nite setof statesthereis aloopin the sequencé¢hat
includesatleastoneelementof F; for all F; 2 F. Sincesomestatesof theloop arein
FO andsinceqy is reachabldo thatstatesgy 2 F*.

: Sincex(0) satis®esall inequalitiesof 1(q), g accepts(0) andsinceqy 2 F*, g
is anacceptingxecutionof A . Hence A accept(0).
|

SinceA acceptsexactly thoseexecutionsthat satisfy  [18] if thereis a feasibleso-
lution for 1(g) of anexecutiong of A with g, 2 F* thenM;x(0) . Hence,x(0)
is a countergampleof the speci®cation  the original speci®cation.The feasibility
canbe checled by solving a linear programmingoroblemwith arti®cial variables[7].
Sincewe checkthefeasibility by linearprogrammingwe have a problemdealingwith
inequality For example: (a > b) will betranslatecas a < binsteadof a b.
However, becauseve aredealingwith continuousvalues preciseequalityis notmean-
ingful. Insteadwe cancheckpropertiesuchas,ja bj< orja bj>

Figure2 showvs a Biichi automatorfor the negationof [Ja . Let usassumehat: a
is true for the ®nal pmf. Thenall threestatesarein F* = ffTgf: agfggandafter N
transitionsthe model checler will decide[Ja false.If : a is falsefor the ®nal pmf
thenthe only statein F* is the ®nal statewith an empty setof atomic propositions
(F* = ffgg. So,if F* isreachabldy N transitionghen[]a isfalse otherwissit is true.

%@ .
|

Fig. 2. A BHchiautomatorfor anLTL formula: [Ja

Onedi culty in the DTMC model checkingis the size of the initial pmf space.
Sincex(0) 2 [0; 1]" with L, x(0) = 1, we cannotbuild anautomatorfor theintersec-
tionof X andanLTL formula asis donein [8]. Insteadwe checkthefeasibility of the
initial distribution againsthetransformednequalitie(i.e., considetheinequalitiesas
linearconstraints).

Let A betheBichiautomatorfor anLTL formula: andlet N betheboundfor a
DTMC X andtheinequalitiesin . ThentheLTL DTMC modelcheckingcanbedone



by adepth-®rst-searcfor asequence = qq; gy of A with go 2 Sp andqy 2 F*
andhasa feasiblesolutionx(0) for the setof inequalities! (g). Thus,X F i thereis
asuchsequence. If X 6 thenx(0) is acountergample.

Sincewe depth-®rssearctthesequencedf, infeasibilityis foundearlyin thesearch
treeby theset[ K fa Mk x<b:a x<b2 L(qg)gwith asmallk thenwe canskip
checkinglarge sub-branchenesmallbut very e cientoptimizationis checkingthe
newly addedinequalitieswith the feasiblevectorfrom the previous statebeforedoing
thelinearprogrammingln mary casesve canskip thelinearprogramming.

As an exampleof the modelcheckinglet us considerthe the Biichi automatorof
Figure2. AssumethatN is 3and: ais falseby the®nalpmfx(1 ). ThenF is thestates
labeledby ff: agfggAll pathsof length3 thatendwith theclosureare:

GCa; )(TMra ) (T;T;: a):
Sothesetof inequalitiesto checkare(let: aisc x < b):
fc x<bgfc M x<bgfc M? x<bg

If thereis afeasiblesolutionvectorx(0) thatsatis®esry of thethreesetsof inequalities,
thenx(0) is a countergamplethatsatis®eghe negatedspeci®cation [Ja . Thatis, the
initial pmfx(0) violatesthe speci®catior]a .

5 iLTLChe&er: a Mark ov Chain Model Checker

Thesyntaxof iLTLCheger is straightforward;it hastwo mainblocks:correspondingo
themodelandto the speci®cationWe inputthe statesof a DTMC andits Markov tran-
sition matrixin themodelblock. In thespeci®catiorblock, we write optionalinequality
de®nitionsfollowedby aniLTL formula.Figure3 shavs a snapshobf the executionof
iLTLCheder. It is availablefrom thewebsite http:/bsl.cs.uiuc.edu ykwon4

5.1 Example: an M/M/1 queueingsystem

Consideaqueuingsystenof Figure4. It isanM/M/1 queueingysten{12] with capac-
ity 5, arrivalrate = 60=secandservicerate = 70=sec To simplify the discretization
processwe over-samplethe system(1000samplésec)andassumehaton eachsample
asinglenew job arrivesor a singlejob is ®nishedwith the probability of 0.06( ) and
0.07( ) eachlf anew job arriveswhenthequeuseis full, it will bedropped.

Letq = (fqo; 01; 02; 93; 94; 959 M) bethe DTMC for thequeueingystemEachstate
of g representshe numberof jobsin the queue.The Markov transitionmatrix M can
be obtainedfrom thefollowing probabilityequations:

Pfatt+1)=aqg=  Pfq(t) = g 19+  Pfo(t) = Givag
+(@1 ) Pfq(t) = ggwherei 2 f1;:::;4g
Pfot+1)=dog=  Pfq(t) = qug+ (1 ) Pfq(t) = dog
Pfo(t+1)=as9=  Pfq(t) = qug+ (1 ) Pfq(t) = as9
The steadystatepmf vectorof qis [ 0.240.200.170.150.130.11] andthe expected
numberof jobsin thequeueatthe steadystateis 2.0569.
Ourmodelchecler descriptiorfor the systemis asfollows:



Fig. 3.iLTLCheder: asnapshobf anexecutionof iLTLCheder.

=011

Fig. 4. A queueingsystemexample:M/M/1 queuewith capacity, = 60=secand = 70=sec

model:
Markov chain g
has states
{ 90, a1, g2, g3, g4, g5},
transits by :
[ .94, .07, .00, .00,
.06, .87, .07, .00,
.00, .06, .87, .07,
.00, .00, .06, .87,
.00, .00, .00, .06,
.00, .00, .00, .00,
specification:

a : P{g=g4} + 0.7 < P{g=q5},
: P{g=q3} + 0.1 < P{g=q4},

b :
c : P{g=g2} + 0.1 < P{g=q3},
d .

1*P{g=ql} + 2*P{g=q2}
+ 4*P{g=q4}
e : 1*P{g=ql} + 2*P{q=q2}
+ 4*P{q=q4}
a-><>b

+

+
+
+

.00, .00;

.00, .00;

.00, .00;

.07, .00;

.87, .07;

06, .93 ]
3*P{g=q3}
5*P{q=q5} < 2.057,
3*P{g=q3}

5*P{q=q5} < 2.056



The model block of the checler de®nesthe DTMC for the diagram:the statesand
theMarkov transitionmatrix. The "has states' block speci®esanorderedsetof the
statesof the Markov processy. The ‘transits  by' block de®nesthe Markov matrix
thatgovernsthetransitionsof thepmf of . Therowsandcolumnsareorderedaccording
to the orderof the statesetde®nedpreviously. Thatis, the(i; jJ" elemeniof the matrix
m;j is theprobability P[q(t + 1) = sjq(t) = s;].

The®rst partof thespecification  block containsoptionalinequalityde®nitions.
Thetimeindex of therandomvariableis omittedfrom theinequalitiesfor corvenience.
The secondpart of the specification  block is an LTL formula againstwhich the
modelwill bechecled.lts atomicpropositionsareeitherT, F or theinequalitiesde®ned
previously.

TheLTL formulaa-><>b checkswhetheroncePfq = g5gis atleast0.7 largerthan
Pfq = gdgtheneventually Pfq = g4gwill be atleast0.1 largerthanPfq = q3g The
following is theresultof themodelchecking.

Depth: 138
Result: T

The depthvalue 138 is the searchdepth. Since the depthappearsheforethe actual
modelcheckingalgorithmbegins, a usercanabortthe modelcheckingandadjustthe
speci®cationf theboundis too large. Theresultof themodelcheckingis true meaning
theDTMC g satis®egheformulaa-><>b.

Again we checled the formula a-><>c. The formula checksa similar condition
with the previous exampleexceptgd is replacedby g3 andg3 is replacedby 2. The
modelcheckingresultis:

Depth: 95
Result: F
counterexample: [ 0.30 0.00 0.00 0.00 0.00 0.70 ]

The checler disprovesthe property by providing a countergampleabove. Figure 5
shaows the probability transitions It showvs thatoncetheinequalitya is satis®ed Pfq =
g3gis neverlargerthanPfq = g2gby 0.1.

Finally, the speci®catiorc>[](d /N ~e) checkswhetherthe expectednumberof
entitiesin the queueat the steadystateis in betweer2.057and2.056.Sincethe com-
putedvalueof it is 2.0569 the checler shouldreturntrue. However, therequireddepth
to checkthe speci®cationis 630 andit cannotbe checled easily becauseghe num-
ber of pathsto be searcheds exponentialin N. In this example,the early checking
stratgy doesnot prunemary branchesAs a resultthe checkingdid not ®nishin 10
minuteswith a 1.2GHzPentiumlll machine.However, sincethe eigervaluesof the
Markov matrix aref 1.0,0.98,0.93,0.80.80,0.76 g the Markov processhasa unique
steadystatepmf. So, for the purposeof steadystateexpectedqueuelength, we can
check<>[]~(d N ~e)insteadof <>[][(d N ~e).Theresultis asfollows:

Depth: 630
Result: F
counterexample: [ 0.13 0.21 0.12 0.53 0.00 0.00 ]
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Fig. 5. The transitionof the probabilitiesPfq = g2gand Pfq = g3gbeginning with the counter
examplediscoveredby themodelchecler.

2.058

T T
expected number of jobs in the queue

2.057 S—
/_/_,_/_,

2.056 \

2.055 \
2.054 \
2.053 \

2.052 \\
2.051

2.05

number of jobs

2.049
0 50 100 150 200 250 300 350

time

Fig. 6. The transitionof the expectednumberof jobsin the queuebeginning with the counter
examplediscoveredby the modelchecler.



Sincethereis a steadystateexpectedvalueandthe expectedvalueis not outsideof
theinterval (2.057,2.056)it mustbein theinterval. Figure6 showvs how the expected
valuechangedrom theinitial pmf of the countergample. Thevaluealwayseventually
remainsn theinterval. Sothemodeldoesnotsatisfythe speci®cationandwe caninfer
thatthe steadystateexpectedvaluewill remainin theinterval.

6 Conclusions

We have developedan LTL modelcheckingalgorithmfor discretetime Markov chain
models.To specifythe temporalbehaior of Markov chains,we addlinearinequalities
aboutpmf vectorsto theatomicpropositionsof LTL. Suchinequalitiescombinedwith
logical connectvesareexpressve enougho specifytemporabehaior of aMarkov re-
wardmodel.Sincethefuturerewardsareexpressedn termsof initial pmfs,we canuse
aninterval estimateof the currentpmf in the speci®cationFor example,an expected
enegy consumptiorof a network protocolgivencurrentpmf aboutstatescanbe speci-
®edandchecled.Givena Markov transitionmatrix, we can®nd amonotonichounding
functionwithin which the pmf mustremain.With theboundingfunction,we can®nd a
time boundafterwhich theinequalitiesbecomeconstantHencethe modelcheckingis
guaranteedbo terminate.

In a practicalsystemlike wirelesssensometwork (WSN), modelingstatesof the
network asthey arewill encounteia state-&plosionproblem.For example,a WSN of
100 nodesmodeledasqueueingsystemsof capacity10 has10 stateswhich cannot
be representediirectly. For this matter statelumping techniquesand spacee cient
structuredike MDD (multi-valueddecisiondiagram)areintroduced[3]. Therealsois
a probabilisticsimulationbasedapproachfor this problem[6]. As a future work for
verifying large scalesystemwe arelooking for thesedirections.

Although modelcheckingis expensve, somepreliminary experimentswith a tool
basedon our model checler suggestghatit may be usefulfor a numberof practical
examplesRecallthatthemodelchecler doesa depth-searcfor acountergampleover
the executionsof the Buchi automataof the speci®cationA boundfor the length of
executionsis found; this boundis a function of the Markov matrix M andthe inequal-
ities usedin the speci®cation.The time compleity of our algorithmis O((maximum
outdegreeof thenodesn Biichiautomaton). However, in practicethemodelchecler
skipsmary branche®f thesearchireeby checkingthefeasibility earlyin the path.We
areplanningto introducethe partialorderreductiontechniqueusedin the SPIN model
checlerwhich canreducethe searchspacesubstantially{9].

We describea queueingsystemand model checkseveral propertiesfor this sys-
temasaway to illustratethe usefulnes®f our modelcheckingtool. We arecurrently
carryingout furtherwork on thetool andapplyingit to otherapplications.
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