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Abstract

A notablefeaturesof manyproposedWirelessSensor
Networks(WSNs)deploymentsis their scale:hundredsto
thousandsof nodeslinkedtogether. In such systems,mod-
elingthestateof theentiresystemasa cross-productof the
statesof individual nodesresultsin the well-knownstate
explosionproblem.Instead,werepresentthesystemstate
by the probability distribution on the stateof each node.
In otherwords,thesystemstaterepresentstheprobability
thata randomlypickednodeis in a certainstate. Although
such statisticalabstractionof theglobal statelosessome
information,it is neverthelessusefulin determiningmany
performancemetricsof systemsthat exhibit Markov be-
havior. We havepreviouslydevelopeda methodfor spec-
ifying theperformancemetricsof such systemsin a prob-
abilistic temporal logic callediLTL andfor evaluatingthe
behaviorthrougha novelmethodfor modelcheckingiLTL
properties. In this paper, we describea methodfor esti-
matingtheprobabilitiesin a DiscreteTimeMarkov Chain
(DTMC) modelof a large-scalesystem.We also provide
a statisticaltestsothat wecanrejectestimatedDTMCsif
theactualsystemdoesnot haveMarkov behavior. We de-
scriberesultsofexperimentsapplyingour methodto WSNs
in an experimentaltest-bed,aswell asusingsimulations.
Theresultsof our experimentssuggestthatour modelesti-
mationandmodelcheckingmethodprovidesa systematic,
preciseand easyway of evaluatingperformancemetrics
of somelarge-scaleWSNs.

1 Intr oduction

A wirelesssensornetwork(WSN) is a systemof sen-
sornodesthatcollaboratewith eachotherthroughwireless
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communication.Eachnodehasits own processor, volatile
and nonvolatile memory, one or more sensors,a wire-
lesscommunicationchannel,and an independentpower
source. Becauseof theseuniquecharacteristics,WSNs
have beensuccessfullyusedin many applicationssuchas
environmentalmonitoring[16], structuralhealthmonitor-
ing [17], targettracking[2, 13], andsoon.

One of the distinguishing characteristicsof typical
WSNs is their scale. For example,a mediumscaleap-
plicationsuchasshooterlocalization[12] mayinvolve60
nodes.Withoutanappropriateabstraction,it is hardto rea-
sonaboutthe global behavior of a WSN, for exampleto
computeits aggregateenergy consumptionlevel or avail-
ability. If we were to model a systemstateas a cross-
productof eachnode's state,thestandardin concurrency
theory, we would endup with thewell known stateexplo-
sionproblem:aWSNof 100nodes,eachwith threestates,
has3100 states.Instead,we take a statisticalapproach:we
abstracttheglobalstateof a systemasa vectorof proba-
bilities, wherethesizeof thevectoris thenumberof states
thenodesmaybein, andthei th elementof thevectorrep-
resentsthe probability that a randomlypicked nodeis in
the ith state. With this abstractionwe can easily reason
aboutcertainexpectedaggregatepropertiesof thesystem.
Suchpropertiesincludeavailability, energy consumption,
andthroughput.

We modelthe transitiondynamicsbetweenstatesasa
DiscreteTimeMarkov Chain(DTMC). This is reasonable
for many applicationsrunningon WSNsastheir behavior
correspondsto a probabilistic transitionsystems:nodes
go to a sleepmodeto save energy with a certainprobabil-
ity and,in orderto minimizecollisions,nodessendpack-
etsbasedon probabilisticchoice.We choosea DTMC as
our model insteadof a ContinuousTime Markov Chain
(CTMC) becausethe interpretationof time is discretein
our performanceevaluation logic (seeSection4). The
choiceof DTMC alsoenablesour methodfor estimation
of themodel(seeSection3.2).

A DTMC is de�ned by a set of statesand transition
probabilitiesbetweenstates.Identifyingstatesfrom areal
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systemcan be doneratherstraightforwardly: depending
on thepropertieswe want to evaluateor monitor, we can
de�ne a necessaryset of states. A developercan easily
identify whichbehavior of anapplicationprogrambelongs
to whichstate.However, assigningtransitionprobabilities
betweenstatesis not asimmediateasde�ning andidenti-
fying states.For example,althougha processmay go to
a sleepmodeby a pre-programmedprobability, we gener-
ally donotknow how oftenaprocessarrivesattherelevant
decisionpointin thecode.Thus,wedevelopaDTMC esti-
mationalgorithmbasedonasequenceof stateestimations
of anapplicationexecution.

Recall that the currentstateof a Markov processde-
pendsonly on its immediatepaststate. Thus,even sam-
ples from a single executionhave enoughprevious-next
staterelationsto estimatethe Markov transitionmatrix.
We also provide a statisticaltestingmethodthat checks
whetherthe sampleis from the estimatedDTMC. This
test is importantbecauseour estimationalgorithmwould
always �nd optimal parametersthat bestmatchwith the
samples,even if the systemwerenot a Markov process.
However, if thesystemis not a Markov processor thepa-
rametersare poorly estimated,our test will give usersa
noti�cation togetherfor any level of desiredcon�dence.

OncewehaveaDTMC modelof aWSN,wecancheck
whetherthis model satis�es certainperformancecriteria
thatshouldbemet. For example,we canevaluatetheex-
pectednumberof messageretransmissionsbeforeasender
successfullyreceivesanackmessage,theexpectedamount
of energy consumedto reliably senda message,or how
long it may take to recover from a currentunacceptable
availability level.

The contributionsof this paperare as follows. First,
we describea novel way of modelingsensornetworksas
DTMCsandexpressingtheaggregatepropertiesof thenet-
work, both in its transientstatesandits steadystate.Sec-
ond,we providea way of estimatingDTMCs andsuggest
a statisticaltest to ensurewith high probability that the
sensornetwork obeystheMarkov propertyandthatthees-
timate is su� ciently accurate.Finally, we show a novel
methodfor model checkingthesepropertiescan be ap-
plied. We useboth simulationsandexperimentalresults
to illustrateandvalidateour method.Notethatwe do not
describeor prove our model checkingalgorithm,as this
hasbeendoneelsewhere[9]. Rather, this paperis con-
cernedwith the applicationof the modelcheckingalgo-
rithm to sensornetworks.Also notethatstandardmethods
for solvingMarkov matricesresultin e� cientsolutionsfor
steadystateanalysis.However, we captureboth the tran-
sientbehaviorsandthesteadystate.Moreover, weexpress
our propertiesin a formal logic andautomatetheprocess
of checkingbehaviors.

It is alsoimportantto point out somelimitationsof our
approach. The methodologywe are proposingis useful
for establishingaggregateexpectedpropertiesonly of sen-

sor networks wherethe nodeshave a su� cient degreeof
symmetryin thelocal states,for example,if thenodesim-
plementa randomizedalgorithm,or if thesystemis event
drivenandtheenvironmentexhibitsprobabilisticbehavior
overthetime interval of interest.In away, ourapproachis
similar to statisticalphysicswhichallowsaggregateprop-
ertiesof a system,suchastheentropy or theaveragetem-
perature,to beestimated.Our methodis not applicableto
reasoningaboutpropertiesof systemswherethemodeling
requiresthatthedi� erentnodeshavea non-uniformprob-
abilistic representation.For example,our methodwould
notbeapplicableif, for thepropertyof interest,thebehav-
ior of the nodesis representedasa treeof join continua-
tions[1]. However, thegoodnessof �t for Markov model
estimationwe proposeshouldtell uswhenour methodis
inapplicable.

Thepaperis organizedasfollows. Thenext sectionmo-
tivatesour choiceof a probabilistictemporallogic. Sec-
tion 3 brie�y explainsDTMCs andthe notationsusedin
the paper. In this sectionwe proposea DTMC estima-
tion methodand a statisticaltestingmethod. Section4
describesthesyntaxandinformalsemanticsof iLTL. Sec-
tion5 experimentallydemonstratesthee� ectivenessof our
proposedapproacheson a WSN of 90 Mica2 nodes. In
the �nal section,we discusshow the applicability of our
methodmay be extendedto someWSNs wherenot all
nodeshave thesameprobabilitiesover thestatesof inter-
est.

2 Probabilistic Temporal Logics

A number of probabilistic temporal logics such as
PCTL,PCTL*, andCSLcanbeusedto reasonaboutstate
transitionsof Markov chains[7, 3, 4, 8].With theselog-
ics onecanspecifytheprobability thata Markov process
follows certainspeci�ed paths. For example,in a multi-
pathcommunicationnetwork, wecanexpresstheproperty
“with probability largerthan0.5a packet will arrive at its
destinationwith pathlengthlessthan5.” Theselogicsare
describedonaprobabilityspacebuilt onasetof computa-
tionalpaths.Thatis, in themulti-pathexample,thesample
spaceis a setof all routingpathsandtheevent is a setof
pathswhoserouting length is lessthan5 startingfrom a
certainstate.

A modelcheckingalgorithmfor theabove logicsmust
repeatedlycomputesuchprobabilitiesfrom eachstatefor
eachsub-formulaof a speci�cation, until the probability
for the whole speci�cation from the initial stateis com-
puted.Althoughtheselogicsaregoodfor reasoningabout
transitionsof a single process,they are not suitablefor
DTMCs as abstractionsfor large scalesystems. This is
largelydueto thefactthatthey arereasoningon theprob-
ability spaceof computationalpaths insteadof reason-
ing directly on transitionsof theprobabilitymassfunction
(pmf).
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Figure 1. An oscillating DTMC

We illustrate the problem with a DTMC (Figure 1).
This DTMC hastwo states:Run(R) andSleep (S). The
transitionprobabilitiesfor eachstateto theotheris 1. That
is, a node always makes a transition to the other state.
Hence,from a single processpoint of view, thereis no
consecutiveRor consecutiveSstatesin any computational
paths.So, theprobability thata speci�cation“alwaysR”
is satis�ed is 0 andPCTL-like logics capturesthis prop-
erly. However, supposethat thereare100 processesand
initially 50of themarein stateRandtheothersarein state
S. Then,therearealways50 processesin oneof the two
statesanda speci�cationlike “alwaysP[R] � 0:5” should
be true. If all 100 processesare in stateR or in stateS
thenthepreviousspeci�cationshouldbefalseby thesame
reasonas“alwaysR”. For this system,becauseP[R] � 0:5
is falsein Sstate,PCTL-like logicscomputetheprobabil-
ity of satisfyingthespeci�cationto be0, regardlessof the
initial condition.Thus,thesemanticsof PCTL-like logics
arenotsuitableto expresspropertiesontransitionsof pmf.

In order to addressthis problem, we have designed
a logic called iLTL and implementeda model checker
iLTLChecker [9]. iLTL is a Linear Temporal Logic
(LTL) [10] whoseatomicpropositionsarelinear inequal-
ities aboutpmfs. Thoseinequalitiescanbe thoughtof as
inequalitiesaboutexpected“rewards”suchastheexpected
energyconsumptionor theavailability of asystem.Instead
of working on a probabilityspaceof computationalpaths,
iLTL speci�espropertiesbasedonthepmf transitions.The
model checker for iLTL searchesfor an initial pmf for
which trailing transitionsof expectedrewardsviolate the
speci�cation.Thisaddressestheproblemdescribedabove.
Furthermore,becauseiLTL model checker looks for an
initial pmf that may lead to violation of speci�cation, it
canbeusedasa predictive monitoringtool. For example
wecanspecifytheproperty(0:1 < P[Ready] ^ P[Ready] <
0:2) ! X X X � (P[Ready] > 0:5): if thecurrentinterval
estimateof the availability of the systemis 10% to 20%,
threestepslater(X X X) theavailability of thesystemal-
ways(� ) becomeslargerthan50%.

3 Mark ov Model

RecallthataDTMC is �nite stateautomationwith tran-
sition probabilitiesbetweenthe states.As discussedear-
lier, we assumethat identifying thestatesof interestfrom

applicationprogramsis straightforward. In this section,
weproposeaMarkov transitionmatrixestimationmethod
basedonQuadratic Programming(QP)[11]. Wealsopro-
vide a statisticaltestso thatwe candiscardtheestimated
DTMC modelif the realsystemdoesnot exhibit Markov
behavior.

3.1 Discrete Time Mark ov Chain

A Markov processis characterizedby its memoryless
property: the future probability transitionsdependonly
on their currentprobabilitydistribution regardlessof their
pasthistory. In otherwords,thecurrentstateencodesthe
relevant history of a Markov processfor the purposeof
determinethe transitionprobability. A Markov chainis a
Markov processwith a countablenumberof states[14].
We representa DiscreteTime Markov Chain(DTMC) X
as a tuple (S; M), whereS is a �nite set of statesS =
fs1; s2; : : : sng that X can take andM is a Markov transi-
tion matrix that governsthe transitionsof X's probabil-
ity massfunction (pmf). We also usea column vector
x(t) = [x1(t); x2(t); : : : ; xn(t)]T to representthe pmf of X
at time t suchthatxi(t) = P[X(t) = si ]. Thus,

x(t + 1) = M � x(t):

SinceM is aprobabilitytransitionmatrix,eachelement
is non-negativeandeachcolumnsumsup to beone.That
is, thesumof outgoingprobabilitiesfromastate,including
a self loop to the stateitself, is 1. Thesetwo conditions
arethe constraintsthat shouldbe met whenestimatinga
Markov matrix.

A Markov processis adeterministicsystemin thesense
thatoncetheinitial pmf x(0) is given,therestof thetransi-
tionsx(t) for t � 1 areuniquelydeterminedby theMarkov
matrix M: x(t) = M t � x(0). Thatis, eachinitial pmf com-
pletelydeterminesacomputationalpath.Ourspeci�cation
logic iLTL (Section4) speci�estemporalbehaviorsonun-
countablymany computationalpaths;our modelchecking
tool iLTLChecker searchesfor an initial pmf whosetrail-
ing pmf transitionswill violatethespeci�cation.

3.2 DTMC Mo del Estimation

We now describea Markov transitionmatrix estima-
tion methodfrom a mediumto large scaleWSN. We as-
sumethat thepropertyof interestis over statessatisfying
the Markov property, andthat every nodeof the WSN is
independentandidentical.Theseassumptionsarevalid in
many WSN applications:a classof suchapplicationsis
systemswhereeachnodemakesa probabilisticchoiceto
changeits stateand in many casesthis decisionis made
independentof the statesof the othernodes. The ability
to makesuchindependentdecisionsaveslargeamountsof
energy becausesynchronizationrequiresinformationex-
changeamongnodes.For example,in many applications,
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asensornodeoftengoesto asleepmodewith certainprob-
ability regardlessthestatesof othernodes.However, we
canexpectwith high con�dencethatat leastcertainnum-
berof nodesareawake.

In mediumto largescaleWSNstherearehundredsof
nodeswhich provide a su� ciently large populationfor
robust pmf estimation. If we estimatethe pmfs period-
ically, we canestimatethe underlyingMarkov transition
matrix by comparingtwo consecutive estimations.In the
experimentalcasestudydescribedin Section5, eachtime-
synchronizednodeperiodicallystoresits statein its mem-
ory. We subsequentlycollect thesesequencesfrom all
nodesand estimatea sequenceof pmfs. Note that this
statesamplingcodecanbe usedoncefor Markov chain
estimationandthendisabledso that it doesnot a� ect the
performanceof a system.

Let X = (S; M) bethetrueMarkov processof thesys-
tem. We computeanestimatedMarkov chain(S; M̂) such
thatM̂ minimizesa squaredsumof di� erencesbetweena
onesteppredictedpmf x̂(t + 1) andasampledpmf Åx(t + 1).
We estimatethe probability xi(t) = P[X(t) = si ] by the
fractionof nodesin statesi overthewholepopulationsize.
We describethis processin moredetail in orderto drivea
goodnessof �t test.We �rst introduceaone-zeroRandom
Variable (RV) Yi for eachstatesi suchthatYi(X(t)) = 1 if
X(t) = si and0 otherwise.Let nsbethepopulationsizeat
eachsample,andlet anRV Ki(t) be

Ki(t) =
nsX

t=1

Yi(X(t)):

Then Ki(t) hasa binomial distribution: P[Ki(t) � n] =
Bin (n; ns; xi(t)), where

Bin (n; m; p) =
nX

i=0

 
m
i

!
� pi � (1 � p)m� i :

We usea normalizedfrequency Åxi(t) = Ki(t)=ns as our
point estimatorfor xi(t). Sinceeachsampleat a given
pointin timeis independent,by theCentralLimit Theorem
(CLT) for large ns our point estimatorÅxi(t) hasa normal
distribution N(� = xi(t); � =

p
xi(t)(1 � xi(t))=ns) [14].

Assumethat we have m pmf samplesof an n state
Markov processand let P 2 ’ m� n be a matrix of these
point estimates:Pi j = Åxj(i). We estimatea Markov ma-
trix M̂ 2 ’ n� n suchthat it minimizesthe di� erencesbe-
tweenasampledpmf Åx(t + 1) andaonesteppredictedpmf
x̂(t + 1 j t) = M̂ � Åx(t):

E = min
ÃM

m� 1X

t=1

���Åx(t + 1) � M̂ � Åx(t)
���2 :

Let Pc andPf beP's sub-matricesof the �rst andthe last
m� 1 rows. Thenthematrix M̂ thatminimizesE is:

M̂ = (PT
c � Pc)� 1 � PT

c � Pf :

However, sinceM̂ is anestimateof aMarkov matrix,there
are constraintson M̂ . Theseare 0 � M̂i j � 1 for all
1 � i; j � n and

P n
i=1 M̂i j = 1 for all 1 � j � n. We

canminimize E subjectto thoseconstraintsby Quadratic
Programming[11].

Let z 2 ’ n2� 1 =
h
M̂T

� 1; M̂T
� 2; : : : ; M̂T

� n

iT
and

H 2 ’ n(m� 1)� n2
=

2
66666666664

Pc � � � 0
:::

:::
:::

0 � � � Pc

3
77777777775
;

f 2 ’ n(m� 1)� 1 =
h
PT

f � 1; : : : ; PT
f � n

iT
;

A 2 ’ 2n2� n2
= [In2; � In2]T ;

b 2 ’ 2n2� 1 =
h
11;n2; 01;n2

iT
;

C 2 ’ n� n2
=

2
66666666664

11;n � � � 01;n
:::

:::
:::

01;n � � � 11;n

3
77777777775
;

d 2 ’ n� 1 = 1n;1;

whereIn is an � n identitymatrix,1nm is an� mmatrixof
ones,0nm is a n � m matrix of zeros,andM̂ � i andPf � i are
theith columnsof M̂ andP f . ThenM̂ canbeobtainedby

minz 0:5zTHTHz � f THz
subjectto
Az � b;
Cz = d

3.3 Go odness of Fit Test for Estimated
DTMCs

Although,wecanalwaysde�ne a setof statesandesti-
matetransitionprobabilitiesbetweenthestatesthroughthe
estimationalgorithmdescribedin Section3.2,we still do
notknow whethertherealsystemhastheMarkov property.
In thissection,weproposeagoodnessof �t testagainstthe
estimatedmodel. This testmethodstatisticallyrejectsthe
estimatedmodelwith agivenlevel of con�denceif these-
quenceof pmf samplesdoesnotagreewith themodel.

For this test,we �rst build a null hypothesisandanal-
ternativehypothesis:

H0: Theactualprocessis aMarkov chainwhosetransition
matrix is thesameastheestimatedmatrix.

Ha: The actual processis not a Markov chain or the
Markov transitionmatrix is di� erent from the esti-
matedone.

Underthenull hypothesisH0, wecancomputeonestep
predictedpmf usinga currentsampledpmf. Using a � 2

test betweenthe predictedpmf and a samplednext step
pmf, we can comparehow well they �t together. More
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speci�cally, underthenull hypothesis,theRV q(t) has� 2

distributionwith n � 1 degreesof freedom:

q(t) =
nX

i=1

(Ki(t) � ns� x̂i(t j t � 1))2

ns� x̂i(t j t � 1)
;

whereKi(t) is theRV wede�ned in Section3.2andx̂(t j t �
1) = M̂ � Åx(t � 1) is a one steppredictedpmf from the
previoussampleÅx(t � 1). We omit thedegreesof freedom
in � 2 distribution for simplicity in notation. Thus,unless
otherwisespeci�ed, � 2 means� 2 with n � 1 degreesof
freedom.We write � 2

� for thevaluey suchthat� 2(y) = � .
Now, weintroduceasigni�cancelevel 
 , andarandom

variableB
 suchthat

B
 =
mX

t=2

� � 2
1� 


(q(t));

where � � (x) = 1 if x � � and 0 otherwise. Note that,
underthe null hypothesisH0, for the probability estima-
tion at time t, P[q(t) > � 2

1� 
 ] = 
 and the one-zeroran-
domvariable� � 2

1� 

(q(t)) hasanexpectedvalue
 which is

the probability of bad samplingunderH0. Since, there
are m samplesB
 has a binomial distribution of order
m � 1 and probability 
 . Let n
 be a leastinteger such
that Bin

�
n
 ; m� 1; 


�
� 1 � � . We acceptH0 if for all


 2 (0; 1), B
 � n
 . OtherwisewerejectH0 with theprob-
ability of typeI error� .

The problemis that 
 is in ’ , which we cannotenu-
merate.However, becauseB
 takes�nite numberof val-
ues,we canstill performthegoodnessof �t test.Let s be
the index of q(t) whenq(t)'s aresortedin the increasing
orderandlet 
 s be1 � � 2(q(t)). Note that B
 s is equalto
m� s. Wedividetheinterval for 
 into severalsub-intervals
anddo teston each:(1; 
 1], (
 s; 
 s+1] for 1 � s � m � 2,
and(
 m� 1; 0). Becausen
 is m-1 and0 for the intervals
1 < 
 � 
 1 and
 m� 1 < 
 < 0 respectively andso is B
 ,
the test is trivially true in theseintervals. Thus,B
 � n


for 0 < 
 < 1 if andonly if n
 s < m� s for 1 � s � m� 1.

3.4 Example

Weillustratetheaccuracy andusefulnessof ourDTMC
estimationalgorithmandgoodnessof �t testby meansof
a simulationstudy. Speci�cally, we model a set of pro-
cessesrunningon WSN nodesby a threestateautomaton
with Ready, Run,Wait states. When a processis initi-
ated, it is in a Readystate. It then transitionsto a Run
state.If theprocessperformsanI/O operation,it will tran-
sition to a Wait state,andafter the I/O operationis com-
pleted,it will returnto theReadystate. A processin the
Runstatemovesbackto theReadystatesothatotherpro-
cessesrunningonthesamenodecanproceedtogether. We
assumethat the processdoesnot terminate;this is usual
in WSN applications–typically, a WSN applicationmoni-
torstheenvironmentandreportstheresultto abasestation

Ready Run

Wait
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Figure 2. Process state diagram
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Figure 3. top: pmf samples of 100 node sim-
ulation, mid dle: pmf samples of 105 node
sim ulation, bottom: pmf transitions of a real
and an estimated Markov chains.

throughthelife of its platform. Assumethatthesystemis
a DTMC PS = fS; MgwhereS = fReady; Run; Waitg
and

M =

2
666666664

0:95 0:07 0:05
0:05 0:90 0:0
0:0 0:03 0:95

3
777777775
:

Figure2 showsa block diagramof theDTMC PS; theel-
lipsesrepresentstatesandthenumbersrepresenttransition
probabilities.

Weranasimulationwith 100independentandidentical
DTMC nodesof PS. Beginningfrom a stateS, eachnode
changesits statebasedon thetransitionprobabilitymatrix
M ateachstep.Wemeasuredthefrequenciesof eachstate
at eachstepandnormalizedthesefrequenciesso that the
sumof the fractionswas1. Recall that thesenormalized
frequenciesarethepoint estimatesof theprobabilities.

The�rst graphof Figure3 showsthesampledpmf tran-
sitionsof the100 nodes.Note that, therearelarge jitters
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in thegraph.Thesejittersaredueto thesmallsamplepop-
ulation size. Basedon the CLT, we hypothesizethat the
varianceof thejitters will beinverselyproportionalto the
numberof nodes.Thenumberof states,which is thede-
greesof freedomof q(t) plus one,will relateinverselyto
thejittersin theobservations.In orderto con�rm thecause
of the jitter, we ran the samesimulationagainwith 105

nodes.The secondgraphof Figure3 shows the sampled
pmf transitions.Onecanseethatmostof thejitters of the
�rst graphhavebeenremoved.Thethick linesof thethird
grapharethecomputedpmf transitionsof therealsystem
PS. We canseethat the sampledpmf transitionsof 105

nodeslooksverycloseto thecomputedpmf transitions.

Fromthesimulationresultsof 100nodes,we estimate
a DTMC P̂S = (S; M̂), where

M̂ =

2
666666664

0:9489 0:0744 0:0512
0:0511 0:8963 0:0000
0:0000 0:0293 0:9488

3
777777775
:

We presentacomputedpmf transitionsof P̂S asthin lines
of thelastgraphof Figure3. Wecanroughlyseehow close
theestimatedresponsesareto therealones.Theestimated
modelpassesthe goodnessof �t testwith a signi�cance
level of 0.05.

In orderto demonstratethe e� ectivenessof our good-
nessof �t test,weslightly modify the�rst columnof M as
follows andrun thesamesimulationwith 100nodeswith
a DTMC PS0 = (S; M0), where

M0 =

2
666666664

0:95 0:07 0:05
0:01 0:90 0:0
0:04 0:03 0:95

3
777777775
:

The�rst graphin Figure4 showshow thesampledpmf
transitswith the modi�ed Markov transitionmatrix M 0.
Comparingwith the �rst graphof Figure3, theprobabil-
ity P[PS = Wait] is increasedandP[PS = Run] is de-
creased.Thesecondandthethird graphsin Figure4 show
Euclideandistancesbetweensampledpmfs andonestep
predictionby P̂S for thesimulationsof Figure3 andFig-
ure4. Thatis, jÅx(t+1)� x̂(t+1 j t)j andjÅx0(t+1)� x̂(t+1 j t)j
where,Åx(t) is a sampledpmf vectorof PS at stept, Åx0(t)
arethatof PS0 andx̂(t + 1 j t) = M̂ � Åx(t). As expected,the
predictionerrorof thesecondgraphis lessthanthatof the
third graph.

WecheckedtheestimatedDTMC P̂S againstthesimu-
lation resultsof modi�ed DTMC PS0. When
 = 0:0264,
thereare492 samplesout of 499 that do not satisfyq <
� 2

0:9736. With thesigni�cancelevel of 0.05and
 = 0:0264,
thecon�denceinterval is [0,491]. Thus,we rejectthenull
hypothesisH0 with theprobabilityof typeI error0.1and
acceptHa.
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Figure 4. top: pmf samples of 100 node
sim ulation with modi�ed Markov chain PS0,
mid dle: diff erence between expected pmf
(P̂S) and sampled pmf (PS), bottom: diff er-
ence between expected pmf (P̂S) and sam-
pled pmf (PS0).

4 Speci�cation Logic

The syntaxof probabilistictemporallogic iLTL is as
follows:

 ::= T j F j ineqj
:  j  _ � j  ^ � j
X j  U� j  R�

ineq ::=
P n

i=1 ai � P[X = si ] < b;

whereX = (fs1; : : : ; sng; M), ai 2 ’ andb 2 ’ . As usual,
� and^ arede�ned asfollows:

�  � F R ;
^  � T U :

In order to explain the semanticsof an iLTL formula
we �rst de�ne a computationalpath of a DTMC X =
(fs1; : : : ; sng; M) by a function � x : Ž + ! ’ n suchthat
� x(t) = M t � x. Thesemanticsof an iLTL formulashould
be interpretedover thesepaths. The atomicpropositions
of iLTL arein theform of linearinequalities(ineq) overa
pmf. Thelinearinequalitiescanberegardedasinequalities
aboutexpectedrewards: we associatea constantreward
with eachstateof aMarkov chainandwhenaprocessvis-
its astateit earnstherewardassociatedwith thatstate.The
expectedrewardearnedata givenpoint in time is thesum
of theproductsof the rewardsat eachstateandtheprob-
ability thata processis in that state.Formally, a Markov
Reward Process(MRP) is a triple (S; M; � ) where(S; M)
is a DTMC and� : S ! ’ is a reward function for each
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state[5]. Thentheexpectedrewardof a MRP (S; M; � ) at
time t is

� si2S� (si) � P[X(t) = si ]:

Thus,a linearinequalityovera pmf is aninequalityabout
expectedreward: replace� i with � (si) andignorethetime
index t. The time index is implicitly givenfrom the tem-
poral operatorsof iLTL: the pmf of ineq is replacedby
� x(0).

Many usefulpropertiesof a systemcanbe expressed
as inequalitiesaboutexpectedrewards. For example,a
comparisonbetweentwo probabilities“P[X = A] > P[X =
B]” canberewritten in a reward form as“1 � P[X = A] �
1 � P[X = B] > 0”, where1 and-1 arerewardsin states
A andB. An expectedvalueof meaningfulquantitiessuch
asexpectedqueuelengthcanalsobeexpressedin reward
form: “1�P[Q = Q1]+� � �+n�P[Q = Qn] < L” speci�esthat
theexpectedqueuelengthof aqueuingsystemof capacity
n is lessthanL. We canalsocomparetwo probabilities
at di� erent time in the reward form: supposethat X =
(fs1; : : : ; sng; M) is a DTMC then

P[X(t) = si ] > P[X(t + k) = sj ] i�

P[X(t) = si ] � � n
j=1mj � P[X(t) = sj ] > 0;

where[m1; : : : ; mn] is the jth row of M k. Oneof thereasons
iLTL doesnotexplicitly usetime-indexesis becauseit can
bewritten in a rewardform asabove.

Themeaningof logical connectives^ , _, and: areas
usual:  ^ � is true if andonly if  and� areboth true,
 _ � is trueif andonly if  or � aretrue,and:  is trueif
andonly if  is false.

Thesemanticsof thetemporaloperatorsX, U, and R
areexplicitly relatedto a computationalpath� x. X in
� x is true if andonly if  is true in � � x(1).  U� in � x

is true if andonly if � eventuallybecomestrue alongthe
pathof � x andwhile � is false is true in � x. In other
words, U� in � x is trueif andonly if thereis t � 0 such
that � is truein � � x(t) andfor all s 2 [0; t � 1],  is truein
� � x(s). Theuntil operator( U) canbeeasilyexplainedby
anexample:supposethateventsarehappeningin a WSN
andonemaywant to keeptheWSN in analertmodeun-
til mostof thenodesdetectthem. Thenthespeci�cation:
(P[X = Ready] > 0:5) U(P[X = Detect] > 0:9) checks
whetherthe event will be detectedby more that 90% of
the nodesand until that momentmore than 50% of the
nodesarein readystate.ThereleaseoperatorR is a dual
of U operator.  R� in � x is trueif andonly if � is truein
� x while  is false.Theeventuallyoperator̂  � T U 
in � x is trueif andonly if  eventuallybecometruein � x

andthe alwaysoperator�  � F R in � x is true if and
only if  is alwaystruein � x.

Finally, wecande�ne asatisfactionrelationj= between
an iLTL formula anda DTMC. We say that a DTMC A
is a modelof an iLTL formula  andwrite A j=  if and
only if for all pmf transitions� x of A  is truein � x. Note

Processor Radio
transmit receive

Active 8 mA 25mA 8 mA
Sleep < 15 � A < 1 � A

Table 1. Energy consumption level of a Mica-
2 mote .

thateachinitial pmfx determinesacomputationalpath� x.
Thus,thereareuncountablymany computationalpaths.

OurmodelcheckeriLTLChecker [9] looksfor acompu-
tationalpathin which thenegationof an original speci�-
cationis true.Thatis, givenaspeci�cation iLTLChecker
looksfor aninitial pmf x suchthat:  is truein � x.

5 Experiments

We now describe a case study on a WSN plat-
form. Our experimentalplatformcomprisesof 90 Mica-2
motes. Eachmotehasan ATmega128Llow power 8 bit
CPU working at 8MHz clock speed,4Kbyte of SRAM,
128Kbyteof program�ash, and512Kbyteof serial �ash
memory. Although,a motehasrelatively largeserial�ash
memory, this memory is slow especiallyfor write op-
eration. Mica-2 is also equippedwith a CC1000radio
transceiver. At the lower level communicationlayer, the
Manchesterencodingis used,andwe canachieve a theo-
reticalthroughputof 38.4Kbps.In orderto saveenergy, an
applicationcango to asleepmode.Theamountof energy
spentin variousmodesis summarizedin Table1 [6].

TinyOS is an operatingsystem running on Mica-2
nodes.Whendevelopinganapplication,TinyOSprovides
aprogrammingframeworkandlibrary functionsto support
I/O operations.TinyOS is linked with applicationcodes
andloadedon Mica-2 nodes.TinyOS hasthreedi� erent
programblocks:I/Ooperationsaremadeby callingacom-
mandblock,theresultof anI/O operationcanbepassedto
anapplicationthroughaneventblock in theform of asig-
nal, andapplicationprogramsthat run a long time should
bewrittenin ataskblock. TinyOSschedulestasksbyman-
agingaqueueof non-preemptabletaskblocks.Thus,spin-
loopingin a taskblock will block theentireoperationsof
TinyOS.

5.1 Exp erimen tal program

We implementedtheprogramin Figure5. This appli-
cationprogramsamplesamicrophoneandstorestheresult
in a bu� er (samplingcodenot shown). Whenever therun
taskis scheduled,it computesa Fourier transformcoe� -
cientof themic sample.After thecoe� cientis computed,
in orderto reducecollisions,theapplicationsendsthere-
sult to a basestationwith a :05 probability. To make the
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task run() {
state=Run;
DFT(mic);
if(rand()%100<5)

call SendMsg.send(),
state=Wait;

else
post run(),
state=Ready;

}
task dummy() {

int i,n=rand()%4;
for(i=0;i<n;i++)

DFT(mic);
post dummy();

}

event SendMsg.sendDone(){
post run();
state=Ready;

}
double DFT(int* smp) {

s=c=0;
for(i=0;i<T;i++)

s+=sinV[i]*smp[i] ,
c+=cosV[i]*smp[i] ;

return sqrt(s*s+c*c);
}

Figure 5. Abbre viated experimental program

experimentmorerealistic,we createda dummytaskwhich
simulatesotherapplicationsrunningonthesamenode.We
trackthestatesof a processby recordingthemin thevari-
able state . A timer interrupt routine is called at every
1/256secandsamplesthestate variable.Thestatesam-
ple datais recordedon theSRAM becausetheserial�ash
is too slow andwould a� ect thesampling.In view of the
smallSRAM,wecompressthesampledataby arunlength
encodingalgorithm[15].

As onecanseefrom theM̂ matrix (Section5.2),when
a processis in the Wait stateit remainsin this statewith
95% probability which givesa high compressionratio to
the encodingalgorithm. Note that assamplingspeedin-
creasesso doesthe probability that a processremainsin
its currentstate.That means,the run lengthencodingal-
gorithm performsbetterat high frequency sampling.For
this experimentwe con�gure every nodewithin a radio
communicationrangeof abasestation.Becausewedonot
needmulti-hopmessageforwarding,we turn o� theradio
communicationchannelexceptwhena nodeis sendinga
message.This savesenergy which might beconsumedby
unnecessarymessages.

5.2 DTMC Estimation

The90 nodeswereprogrammedidenticallyexceptfor
their ids; theidsareusedasseedvaluesfor arandomnum-
ber generator. All nodesare initially time synchronized
by a startmessagefrom a basestation: on receiving the
startmessage,eachnodestartsexecutingthecodeof Fig-
ure 5. A processstateis sampledandcompressedat the
rateof 256timespersec.We connectedthesamplingrou-
tine directly to a timer interruptsothatsamplingaccuracy
is notcompromisedby thetaskschedulingof TinyOS.The
sampledatais retrieved from eachnodeoneby one. We
alignedthe90 sequencesof samplesso that they begin at
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Figure 6. Sampled pmf transitions and pmf
transitions of an estimated Markov chain.

the samemomentand computea sequenceof estimated
pmfs.

Thesolid linesof Figure6 show thetransitionsof sam-
pledprobabilitydistribution. As wehaveseenin Figure3,
the jitters aredueto small samplepopulationsize. From
this sequenceof pmf estimations,we estimatea DTMC
A = (S; M̂), whereS = fReady; Run; Waitgand

M̂ =

2
666666664

0:4691 0:7383 0:0435
0:4827 0:2455 0:0000
0:0482 0:0162 0:9565

3
777777775
:

The dashedlines of Figure6 show pmf transitionsof the
estimatedDTMC A. We plotted the estimatedpmf tran-
sition graphsstarting from the initial samplepmf. We
appliedthe goodnessof �t testof Section3.3 to the es-
timatedDTMC A and the pmf samples. Our estimated
modelpassedthetestwith asigni�cancelevel of 0.05.

5.3 Performance Evaluation

Figure 7 shows an iLTLChecker descriptionof the
estimatedDTMC A and an iLTL speci�cation. The
iLTLChecker has two main blocks: a model block and
a specification block. The model block describesa
DTMC modelto be checked. This block beginswith the
nameof the DTMC (A in this case)followed by a setof
statestheDTMC hasand�nally a Markov transitionma-
trix. The specification block begins with an optional
list of inequalitiesonexpectedrewardsthatwill beusedin
iLTL speci�cations.Finally, aniLTL speci�cationis writ-
tenusingthelist of inequalitiesasits atomicpropositions.
In Figure7, the inequalitiesa andb describewhetherthe
availability of DTMC A is larger than0.5 and0.3 respec-
tively. Similarly, the inequalityc speci�esthat theproba-
bility thataprocessis in theWait stateis largerthan0.27.
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model:
Markov chain A

has states:
{ Ready, Run, Wait},

transits by :
[ .4691, .7383, .0435;

.4827, .2455, .0000;

.0482, .0162, .9565 ]
specification:

a : P[A=Ready] > 0.5,
b : P[A=Ready] > 0.3,
c : P[A=Wait] > 0.27,
d : 8*P[A=Ready] + 8*P[A=Run]

+ 33*P[A=Wait] < 25,
e : 8*P[A=Ready] + 8*P[A=Run]

+ 33*P[A=Wait] > 15

a -> X X [] b # 1.
#<> [] (d /\ e) # 2.
#(~e) U c # 3.

Figure 7. An iLTLChec ker description of the
estimated DTMC model and speci�cations.

Inequalitiesd ande areaboutexpectedenergy consump-
tion levels. FromTable1 we know that if a processis in
the Runstateor in the Readystateit consumes8 mA of
energy and if it is in the Wait state(sendingmessages)
it consumes33 mA (25 for radio + 8 for process)of en-
ergy. Thus,e speci�esthattheexpectedenergy consump-
tion level of anodeis largerthan15mA.

The�rst iLTL formulaa -> X X [] b speci�esthatif
theavailability of thesystemis largerthan50%thenfrom
two stepsonward the availability never goesbelow 30%.
Themodelcheckingresultis true: iLTLCheckershowsthe
following result.

Depth: 40
Result: T

The �rst line Depth:40 is themaximumnumberof time
stepiLTL needsto searchin orderto checkthespeci�ca-
tion. iLTLChecker shows the depth�rst beforeit begins
search.This numbergivesa hint aboutthemodelcheck-
ing time: if it is too large, one may needto changethe
speci�cation. The secondline Result:T meansthat the
DTMC is a modelof thespeci�cation. In otherwords,all
pmf transitionsof theDTMC A satisfythespeci�cation.

If we slightly modify the speci�cation to a -> X []
b or replacethe RHS of the inequality a with 0.45, the
DTMC A doesnot satisfy the speci�cations: availability
of 50% now doesnot guaranteethe minimum availabil-
ity of 30%from thenext step,andanavailability of 45%
now doesnot guaranteea minimum availability of 30%
beginning from two stepslater. The following is theout-
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Figure 8. Availability (top) and expected en-
ergy consumption level (bottom) of A.

putof iLTLChecker for thespeci�cation“P[A = Ready] >
0:45 ! X X� (P[A = ready] > 0:3)”:

Depth: 40
Result: F
counterexample:

pmf(A(0)): [ 0.461 0.000 0.539]

Thesecondline indicatesthat theDTMC doesnot satisfy
thespeci�cationandthe4thline showsacounterexample:
aninitial pmf for theDTMC A that leadsto a violation of
thespeci�cation.

We can checkthe result from the �rst graphof Fig-
ure 8. This graphshows how the availability of the sys-
temis changingover time from two di� erentinitial pmfs:
[0:5; 0; 0:5]T for thesolid graphand[0:461; 0; 0:539]T for
thedashedgraph.Fromtheredgraph,wecanseeanexam-
ple run thatsatis�esa -> X X [] b but doesnot satisfy
a -> X [] b: the availability is lessthan 0.3 at step1
but it is alwayslargerthan0.3from step2. Thegreenline
showsacounterexampleof themodi�ed speci�cation:the
availability is lessthan0.3at step3 andstep4.

The second commented formula <> [] (d ^ e)
speci�esthat in thesteadystatetheexpectedenergy con-
sumptionlevel is in between15 mA and25 mA. Froman
eigenvalueanalysis,we cancomputethat thesteadystate
pmf of A is x(1 ) = [0:34; 0:21; 0:45]T andthe expected
energy consumptionlevel in the steadystateis 19.2mA.
Thus,we expectthemodelcheckingresultto be true; in-
deed,iLTLChecker returnstrue.Thesecondgraphof Fig-
ure 8 shows the transitionof expectedenergy consump-
tion level startingfrom thecounterexampleof the previ-
ousparagraph.

The third commentedspeci�cation ( : e) U c de-
scribesthat the probability P[A = Wait] eventually be-
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Figure 9. Expected energy consumption
level and P[A = Wait].

comeslarger than0.27 andwhile it is lessthan0.27 the
expectedenergy consumptionlevel is less than 15 mA.
iLTLChecker returnstrue for this statement.However, if
we changethe RHS of the inequalityc to 0.28 it returns
falsewith a counterexampleof [0:72; 0; 0:28]T. We can
immediatelycheckthe result at step0: P[A = Wait] >
0:28 is falseand the expectedenergy consumptionlevel
is 15 mA. In order to checkthe transitionsovertimewe
draw Figure9 from aninitial pmf [0:758; 0; 0:242]T. From
the �rst graph of Figure 9, we can see that P[A(t) =
wait] > 0:27 is true from step 2 onward and the ex-
pectedenergy is lessthan15 mA until step1. Thus the
original speci�cationof Figure7 is true. However since
P[A(t) = wait] > 0:28 is true from step3 onward, the
modi�ed speci�cationis false.

6 Discussion

Our casestudysuggeststhatour modelestimationand
model checkingbasedperformanceevaluation methods
may be usefulfor establishingsomeaggregateproperties
of certainlarge-scalesensornetworks. In fact,we believe
that,giventhenatureof applicationson sensornetworks,
many sensornetworks will be appropriatelymodeledas
DTMCs. However, it is possiblethat thereis morethan
oneapplicationrunningona sensornetwork, or thatthere
aresomeboundaryconditionscausingthebehavior of cer-
tain subsetof nodesto be di� erent. In this case,we can
modelsubsetsof the sensornetwork asdistinct DTMCs.
Wearecurrentlystudyingmethodsfor extendingourspec-
i�cation logic so that it canspecifypropertieson concur-
rent runsof multiple DTMCs. Suchan extensionwill al-
low us to analyzethesubsystemsseparatelyandthenag-
gregateor comparetheir performance.It will alsoenable

us to evaluatethee� ectsof di� erentinitial conditionson
theperformanceof a system.
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