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Abstract

A notablefeatutes of manyproposedWrelessSensor
Networks(WSNs)Yeploymentss their scale: hundedsto
thousand®f nodedinkedtogether In sud systemsimod-
elingthestateof theentire systenasa cross-poductof the
statesof individual nodesresultsin the well-knownstate
explosionproblem. Instead we representhe systenstate
by the probability distribution on the state of ead node
In otherwords, the systenstaterepresentshe probability
thata randomlypickednodeis in a certainstate Although
sud statisticalabstmaction of the global statelosessome
information, it is neverthelessisefulin determiningmany
performancemetrics of systemshat exhibit Markov be-
havior. We havepreviouslydevelopeda methodfor spec-
ifying the performancametricsof sud systemsn a prob-
abilistic tempoal logic callediLTL andfor evaluatingthe
behaviorthrougha novel methodfor modelchedkingiL TL
properties. In this paper we describea methodfor esti-
matingthe probabilitiesin a Discrete Time Markov Chain
(DTMC) modelof a large-scalesystem.We also provide
a statisticaltestsothat we canrejectestimated>TMCsif
theactual systendoesnot haveMarkov behavior We de-
scriberesultsof experimentsapplyingour methodo WSNs
in an experimentaltest-bed aswell as usingsimulations.
Theresultsof our experimentsuggestthatour modelesti-
mationand modelchedking methodprovidesa systematic,
preciseand easyway of evaluating performancemetrics
of somelarge-scaleWSNs.

1 Intr oduction

A wirelesssensometwork(WSN) is a systemof sen-
sornodeghatcollaboratevith eachotherthroughwireless
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communicationEachnodehasits own processarvolatile
and norvolatile memory one or more sensors,a wire-
lesscommunicationchannel,and an independenpower
source. Becauseof theseunique characteristicSWSNs
have beensuccessfullyusedin mary applicationssuchas
ervironmentalmonitoring[16], structuralhealthmonitor
ing [17], tarmgettracking[2, 13], andsoon.

One of the distinguishing characteristicsof typical
WSNs s their scale. For example,a mediumscaleap-
plicationsuchasshooterocalization[12] mayinvolve 60
nodes Withoutanappropriateabstractionit is hardto rea-
sonaboutthe global behaior of a WSN, for exampleto
computeits aggrgyateenegy consumptiorlievel or avail-
ability. If we wereto model a systemstateas a cross-
productof eachnodes state,the standardn concurreng
theory we would endup with the well known stateexplo-
sionproblem:aWSN of 100nodesgeachwith threestates,
has3'% states Instead we take a statisticalapproachwe
abstracthe global stateof a systemasa vectorof proba-
bilities, wherethesizeof thevectoris thenumberof states
thenodesmaybein, andthei™ elementf the vectorrep-
resentghe probability that a randomlypicked nodeis in
the i state. With this abstractionwe can easily reason
aboutcertainexpectedaggreyatepropertiesof the system.
Suchpropertiesnclude availability, enegy consumption,
andthroughput.

We modelthe transitiondynamicsbetweenstatesasa
Discrete Time Markov Chain(DTMC). Thisis reasonable
for mary applicationsunningon WSNsastheir behaior
correspondgo a probabilistictransition systems: nodes
goto asleepmodeto save enegy with a certainprobabil-
ity and,in orderto minimize collisions,nodessendpack-
etshasedon probabilisticchoice. We choosea DTMC as
our modelinsteadof a ContinuousTime Markov Chain
(CTMC) becausehe interpretationof time is discretein
our performanceevaluationlogic (see Section4). The
choiceof DTMC alsoenablesour methodfor estimation
of themodel(seeSection3.2).

A DTMC is de ned by a setof statesand transition
probabilitiesbetweerstatesIdentifying statesfrom areal



systemcan be donerather straightforvardly: depending
on the propertieswe wantto evaluateor monitor, we can
de ne a necessangetof states. A developercan easily
identify which behavior of anapplicationprogrambelongs
to which state.However, assigningransitionprobabilities
betweerstatess notasimmediateasde ning andidenti-
fying states.For example,althougha processmay go to
asleepmodeby a pre-programmegrobability, we gener
ally donotknow how oftenaprocessarrivesattherelevant
decisionpointin thecode.Thus,we developaDTMC esti-
mationalgorithmbasecdn a sequencef stateestimations
of anapplicationexecution.

Recallthat the currentstateof a Markov processde-
pendsonly on its immediatepaststate. Thus, even sam-
plesfrom a single executionhave enoughprevious-next
staterelationsto estimatethe Markov transition matrix.
We also provide a statisticaltesting methodthat checks
whetherthe sampleis from the estimatedDTMC. This
testis importantbecauseur estimationalgorithmwould
always nd optimal parameterghat bestmatchwith the
samplesgvenif the systemwerenot a Markov process.
However, if the systemis not a Markov procesr the pa-
rametersare poorly estimated,our testwill give usersa
noti cation togetheffor ary level of desiredcon dence.

Oncewe haveaDTMC modelof aWSN,we cancheck
whetherthis model satis es certainperformancecriteria
thatshouldbe met. For example,we canevaluatethe ex-
pectechumberof messageetransmissioneforeasender
successfullyecevesanackmessageheexpectecamount
of enegy consumedo reliably senda messageor how
long it may take to recover from a currentunacceptable
availability level.

The contributions of this paperare as follows. First,
we describea novel way of modelingsensometworks as
DTMCsandexpressingheaggreatepropertieof thenet-
work, bothin its transientstatesandits steadystate.Sec-
ond,we provide a way of estimatingDTMCs andsuggest
a statisticaltestto ensurewith high probability that the
sensonetwork obeystheMarkov propertyandthatthees-
timateis su ciently accurate.Finally, we shov a novel
methodfor model checkingthesepropertiescan be ap-
plied. We useboth simulationsand experimentalresults
to illustrateandvalidateour method.Note thatwe do not
describeor prove our model checkingalgorithm, as this
hasbeendoneelsavhere[9]. Rather this paperis con-
cernedwith the applicationof the model checkingalgo-
rithm to sensonetworks. Also notethatstandardnethods
for solvingMarkov matricegesultin e cientsolutionsfor
steadystateanalysis.However, we captureboththe tran-
sientbehaiorsandthe steadystate.Moreover, we express
our propertiesn aformal logic andautomatethe process
of checkingbehaiors.

It is alsoimportantto point out somelimitationsof our
approach. The methodologywe are proposingis useful
for establishingaggreyateexpectedoropertieonly of sen-

sor networks wherethe nodeshave asu cientdegreeof

symmetryin thelocal statesfor example,if thenodesm-

plementarandomizedalgorithm,or if the systemis event
drivenandthe ervironmentexhibits probabilistichehaior

overthetimeinterval of interest.In away, our approachs

similar to statisticalphysicswhich allows aggreyateprop-
ertiesof a systemsuchastheentrogy or theaveragetem-
peraturefo be estimated Our methodis not applicableto

reasoningaboutpropertiesof systemsvherethemodeling
requireghatthedi erentnodeshave anon-uniformprob-
abilistic representation For example,our methodwould

notbeapplicabléf, for thepropertyof interestthebeha-

ior of the nodesis representedsa tree of join continua-
tions[1]. However, thegoodnes®f t for Markov model
estimationwe proposeshouldtell us whenour methodis

inapplicable.

Thepapetis organizedasfollows. Thenext sectionmo-
tivatesour choiceof a probabilistictemporallogic. Sec-
tion 3 brie y explains DTMCs andthe notationsusedin
the paper In this sectionwe proposea DTMC estima-
tion methodand a statisticaltesting method. Section4
describeghe syntaxandinformal semantic®f iLTL. Sec-
tion 5 experimentallydemonstratethee ectivenes®ofour
proposedapproache®n a WSN of 90 Mica2 nodes. In
the nal section,we discusshow the applicability of our
methodmay be extendedto some WSNs where not all
nodeshave the sameprobabilitiesover the statesof inter-
est.

2 Probabilistic Temporal Logics

A number of probabilistic temporal logics such as
PCTL,PCTL*, andCSL canbeusedto reasoraboutstate
transitionsof Markov chains[7, 3, 4, 8].With theselog-
ics onecanspecifythe probability thata Markov process
follows certainspeci ed paths. For example,in a multi-
pathcommunicatiometwork, we canexpressheproperty
“with probabilitylargerthan0.5a pacletwill arrive atits
destinationwith pathlengthlessthan5.” Thesedogicsare
describedn a probability spacebuilt ona setof computa-
tionalpaths.Thatis, in themulti-pathexample thesample
spaceis a setof all routing pathsandthe eventis a setof
pathswhoserouting lengthis lessthan5 startingfrom a
certainstate.

A modelcheckingalgorithmfor the above logics must
repeatedly}computesuchprobabilitiesfrom eachstatefor
eachsub-formulaof a speci cation, until the probability
for the whole speci cation from the initial stateis com-
puted.Althoughthesdogicsaregoodfor reasoningabout
transitionsof a single process,they are not suitablefor
DTMCs as abstractiondor large scalesystems. This is
largely dueto thefactthatthey arereasoningn the prob-
ability spaceof computationalpathsinsteadof reason-
ing directly on transitionsof the probability massfunction

(pmf).
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Figure 1. An oscillating DTMC

We illustrate the problemwith a DTMC (Figure 1).
This DTMC hastwo states:Run(R) andSleep (S). The
transitionprobabilitiesfor eachstateto theotheris 1. That
is, a node always makes a transitionto the other state.
Hence,from a single processpoint of view, thereis no
consecutie Ror consecutre Sstatesn any computational
paths. So, the probability thata speci cation“alwaysR”
is satis ed is 0 and PCTL-like logics captureshis prop-
erly. However, supposehat thereare 100 processesind
initially 50 of themarein stateR andthe othersarein state
S Then,therearealways50 processe oneof the two
statesanda speci cationlike “alwaysP[R]  0:5” should
be true. If all 100 processesrein stateR or in stateS
thenthepreviousspeci cationshouldbefalseby thesame
reasormas“alwaysR’. Forthissystembecaus®[R] 0:5
is falsein Sstate PCTL-like logicscomputethe probabil-
ity of satisfyingthe speci cationto be0, regardlesf the
initial condition. Thus,thesemanticof PCTL-like logics
arenotsuitableto expresgpropertieontransitionsof pmf.

In order to addressthis problem, we have designed
a logic called iLTL and implementeda model checler
iLTLChe&er [9]. ILTL is a Linear Tempoal Logic
(LTL) [10] whoseatomicpropositionsarelinearinequal-
ities aboutpmfs. Thoseinequalitiescanbe thoughtof as
inequalitiesaboutexpectedrewards”suchastheexpected
enegy consumptioror theavailability of asystemInstead
of working on a probability spaceof computationapaths,
iLTL speci espropertiedbasednthepmftransitions.The
model checler for iLTL searchedor an initial pmf for
which trailing transitionsof expectedrewardsviolate the
speci cation. Thisaddressetheproblemdescribedbore.
Furthermore becausdL TL model checler looks for an
initial pmf that may lead to violation of speci cation, it
canbe usedasa predictive monitoringtool. For example
we canspecifytheproperty(0:1 < P[Read] " P[Read/] <
0:2)! XXX (P[Read] > 0:5): if thecurrentintenal
estimateof the availability of the systemis 10% to 20%,
threestepdater (X X X) the availability of the systemal-
ways( ) becomedargerthan50%.

3 Mark ov Model

RecallthataDTMC is nite stateautomatiorwith tran-
sition probabilitiesbetweenthe states.As discussedar
lier, we assumehatidentifying the statesof interestfrom

applicationprogramsis straightforward. In this section,
we proposea Markov transitionmatrix estimationrmethod
basedn Quadmatic Programming(QP)[11]. We alsopro-
vide a statisticaltestso thatwe candiscardthe estimated
DTMC modelif the real systemdoesnot exhibit Markov
behaior.

3.1 Discrete Time Mark ov Chain

A Markov processs characterizedy its memoryless
property: the future probability transitionsdependonly
ontheir currentprobability distribution regardlesf their
pasthistory. In otherwords,the currentstateencodeghe
relevant history of a Markov processfor the purposeof
determinethe transitionprobability. A Markov chainis a
Markov processwith a countablenumberof stateg[14].
We represent DiscreteTime Markov Chain(DTMC) X
asatuple (S;M), whereS is a nite setof statesS =
fs1; s;::shgthat X cantake andM is a Markov transi-
tion matrix that governsthe transitionsof X's probabil-
ity massfunction (pmf). We also use a column vector

attimet suchthatx; (t) = P[X(t) = s]. Thus,
Xt+1)=M x(b):

SinceM is aprobabilitytransitionmatrix, eachelement
is non-ngyative andeachcolumnsumsup to be one. That
is, thesumof outgoingprobabilitiesfrom astate jncluding
a self loop to the stateitself, is 1. Thesetwo conditions
arethe constraintshat shouldbe met when estimatinga
Markov matrix.

A Markov processs adeterministicsystemin thesense
thatoncetheinitial pmf x(0) is given,therestof thetransi-
tionsx(t) fort 1 areuniquelydeterminedy theMarkov
matrix M: x(t) = M' x(0). Thatis, eachinitial pmf com-
pletelydetermines computationapath.Ourspeci cation
logiciLTL (Sectiord) speci estemporalbehaiorsonun-
countablymary computationapaths;our modelchecking
tool ILTLChe&er searchegor aninitial pmf whosetrail-
ing pmf transitionswill violatethe speci cation.

3.2 DTMC Mo del Estimation

We now describea Markov transitionmatrix estima-
tion methodfrom a mediumto large scaleWSN. We as-
sumethatthe propertyof interestis over statessatisfying
the Markov property andthat every nodeof the WSN is
independenandidentical. Theseassumptiongarevalid in
mary WSN applications:a classof suchapplicationsis
systemsvhereeachnodemakesa probabilisticchoiceto
changeits stateandin mary caseshis decisionis made
independenbf the statesof the othernodes. The ability
to make suchindependentiecisionsaveslargeamountsof
enegy becausesynchronizatiorrequiresinformation ex-
changeamongnodes.For example,in mary applications,



asensonodeoftengoesto asleepmodewith certainprob-
ability regardlesghe statesof othernodes. However, we
canexpectwith high con dencethatat leastcertainnum-
berof nodesareawake.

In mediumto large scaleWSNsthereare hundredof
nodeswhich provide a su ciently large populationfor
robust pmf estimation. If we estimatethe pmfs period-
ically, we can estimatethe underlyingMarkov transition
matrix by comparingtwo consecutie estimations.In the
experimentakasestudydescribedn Section5, eachtime-
synchronizedhodeperiodicallystoresdts statein its mem-
ory. We subsequentlycollect thesesequence$rom all
nodesand estimatea sequenceof pmfs. Note that this
statesamplingcode can be usedoncefor Markov chain
estimationandthendisabledsothatit doesnota ectthe
performancef asystem.

Let X = (S; M) bethetrue Markov procesf the sys-
tem. We computean estimatedMarkov chain(S; M) such
thatM minimizesa squaredsumof di erencedetweera
onesteppredictedomf X(t + 1) andasamplecomf ¥t + 1).
We estimatethe probability x(t) = P[X(t) = s] by the
fractionof nodedn states overthewholepopulationsize.
We describethis processn moredetailin orderto drivea
goodnes®f t test.We rst introduceaone-zerdRandom
Variable (RV) Y; for eachstates suchthatY;(X(t)) = 1if
X(t) = s andO otherwise Let ns bethe populationsizeat
eachsampleandletanRV K;(t) be

Xis
Ki() = Yi(X(®):
t=1
Then K;(t) hasa binomial distribution: P[K;(t) n] =
Bin (n; ns; xi(t)), where
X
Bin (n;m; p) =
i=0

;P @@ ot
We usea normalizedfrequeny A(t) = K;(t)=ns asour
point estimatorfor x;(t). Sinceeachsampleat a given
pointin timeis independenty theCentralLimit Theorem
(CLT) for large ns our pointﬁstimatoré(t) hasa normal
distributionN( = xi(t); =" x@{®@ x(t))=ns9) [14].

Assumethat we have m pmf samplesof an n state
Markov processandlet P 2 ' ™ " be a matrix of these
point estimates:P;j = ép(i). We estimatea Markov ma-
trix M 2 ' " " suchthatit minimizesthedi erencede-
tweenasampledomf ¥t + 1) anda onesteppredictedomf
Kt+1jt)=M XK):

X 1
Kt+1) M &p’:

E = mjn
L

Let P. andP; be P'ssub-ma}riceS)f the rst andthelast
m 1rows. Thenthematrix M thatminimizesE is:

M=l P) ! Pl Py

However, sinceM is anestimatenf a Markov matrix, there
are constraintsonﬁ}?l. '[heseareO I\7Iij 1 for all
1 i;j nand L;Mj=1foralll j n We
canminimize E subjectto thoseconstraintsoy Quadratic
Programmindg11].

Letz2' ™ 1= NMT:MT;:::; M7, " and

Pc 0
H2' nmhr - § o ;
0o m
fornmH1 - hP11;:::;P¥n|T;
A2T T = e ]
b2’ ™1 = 11:n2;01;n2T;
Lin 01;n
c2' " = SRR
O1n 1yn
d2' "t o= Ly

wherelpisan nidentitymatrix, 1nmisan mmatrix of

onesOymisan mmatrix of zerosandM ; andP; ; are

thei" columnsof M andP¢. ThenM canbeobtainecby
min, 0:52'THTHz fTHz

subjectto

Az b;

Cz=d

3.3 Goodness of Fit Test for Estimated
DTMCs

Although,we canalwaysde ne a setof statesandesti-
matetransitionprobabilitiesbetweerthestateghroughthe
estimationalgorithmdescribedn Section3.2, we still do
notknow whethettherealsystemhastheMarkov property
In thissectionwe proposeagoodnessf t testagainsthe
estimatednodel. This testmethodstatisticallyrejectsthe
estimatednodelwith a givenlevel of con denceif these-
guenceof pmf samplegioesnot agreewith the model.

For thistest,we rst build a null hypothesisandanal-
ternative hypothesis:

Ho: Theactualprocesss aMarkov chainwhosetransition
matrix is the sameasthe estimatednatrix.

Ha: The actual processis not a Markov chain or the
Markov transitionmatrix is di erentfrom the esti-
matedone.

Underthenull hypothesidHy, we cancomputeonestep
predictedpmf usinga currentsampledpmf. Usinga 2
testbetweenthe predictedpmf and a samplednext step
pmf, we cancomparehow well they t together More



speci cally, underthe null hypothesisthe RV q(t) has ?
distributionwith n 1 degreesof freedom:

X(Ki®) ns Kitjt 1))

av = ns x(tjit 1

i=1
wherekK;(t) istheRV wede nedin Section3.2andX(t j t
1) = M At 1)is aonesteppredictedpmf from the
previoussampledt 1). We omit the degreesof freedom
in 2 distribution for simplicity in notation. Thus,unless
otherwisespeci ed, 2 means 2 with n 1 degreesof
freedom.We write 2 for thevaluey suchthat 2(y) =
Now, we introducea signi cancelevel , andarandom
variableB suchthat

xn
B= 2 (W)
t=2
where (x) = 1if x and 0 otherwise. Note that,
underthe null hypothesisHy, for the probability estima-
tion attime t, P[q(t) > i ] = andthe one-zeroran-
domvariable 2 (q(t)) hasanexpectedvalue whichis
the probability of bad samplingunderHy. Since, there
are m samplesB has a binomial distribution of order
m 1 andprobability . Let n be aleastinteger such
thatBin n;m 1; 1 . We acceptH if for all
2(0;1),B n . OtherwisewerejectHy with the prob-
ability of typel error .

The problemis that isin’ , which we cannotenu-
merate. However, becauseB takes nite numberof val-
ues,we canstill performthe goodnes®f t test.Let sbe
the index of q(t) whenq(t)'s are sortedin the increasing
orderandlet sbel  2(q(t)). NotethatB _ is equalto
m s. Wedividetheintervalfor into severalsub-intenals
anddotestoneach:(1; 1], (s «1]Jforl s m 2,
and( n, 1;0). Becausen is m-1andO for theintervals
1< 1and 1< < Orespectielyandsois B,
thetestis trivially truein theseintervals. Thus,B n
forO< < 1ifandonlyifn_<m sforl s m 1.

3.4 Example

Weillustratetheaccurag andusefulnessf ourDTMC
estimationalgorithmandgoodnes®f t testby meansof
a simulationstudy Speci cally, we model a setof pro-
cessesunningon WSN nodeshy a threestateautomaton
with Ready Run,Wait states. When a processis initi-
ated, it is in a Readystate. It thentransitionsto a Run
state.If theprocesgperformsanl/O operationjt will tran-
sition to a Wait state,andafterthe 1/O operationis com-
pleted,it will returnto the Readystate. A processn the
Runstatemovesbackto the Readystatesothatotherpro-
cessesunningonthesamenodecanproceedogetherWe
assumehat the processdoesnot terminate;this is usual
in WSN applications—typicallya WSN applicationmoni-
torstheervironmentandreportstheresultto abasestation
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Figure 2. Process state diagram
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Figure 3.top: pmf samples of 100 node sim-
ulation, middle: pmf samples of 10° node
simulation, bottom: pmf transitions of areal
and an estimated Markov chains.

throughthelife of its platform. Assumethatthe systemis
aDTMC PS = fS;MgwhereS = fRead;; Run Waitg

and
0:95 0:07 0:05
M=§005 090 00

0.0 0:03 095

Figure2 shavs a block diagramof the DTMC PS; theel-
lipsesrepresenstatesandthenumbergepresentransition
probabilities.

We ranasimulationwith 100independenéndidentical
DTMC nodesof PS. Beginningfrom a stateS, eachnode
changests statebasedn the transitionprobability matrix
M ateachstep.We measuredhefrequencie®f eachstate
at eachstepand normalizedthesefrequencieso thatthe
sumof the fractionswas 1. Recallthatthesenormalized
frequenciearethe point estimate®f the probabilities.

The rst graphof Figure3 shavsthesampledomftran-
sitionsof the 100 nodes. Note that, thereare large jitters



in thegraph.Thesgitters aredueto thesmallsamplepop-

ulation size. Basedon the CLT, we hypothesizethat the

varianceof thejitters will beinverselyproportionalto the

numberof nodes. The numberof stateswhich is the de-

greesof freedomof q(t) plusone,will relateinverselyto

thejittersin theobsenations.In orderto con rm thecause
of the jitter, we ran the samesimulationagainwith 10°

nodes. The secondgraphof Figure 3 shaws the sampled
pmf transitions.Onecanseethatmostof thejitters of the

rst graphhave beenremoved. Thethick linesof thethird

grapharethe computedomf transitionsof the real system
PS. We canseethatthe sampledpmf transitionsof 10°

nodedooksvery closeto thecomputedomf transitions.

From thAe simula}ionresultsof 100 nodes,we estimate
aDTMC PS = (S; M), where

0:0511 0:8963 0:0000

. 50:9489 0:0744 0:05123
M = :
0:0000 0:0293 0:9488

We presentacomputedomf transitionsof PS asthin lines
of thelastgraphof Figure3. We canroughlyseehow close
theestimatedesponseareto therealones.Theestimated
model passeghe goodnesf t testwith a signi cance
level of 0.05.

In orderto demonstratéhe e ectivenessof our good-
nessof t test,we slightly modify the rst columnof M as
follows andrun the samesimulationwith 100 nodeswith
aDTMC PSP = (S; M9, where

0:95 0:07 0:05
MP=F 001 090 00 #:

0:04 0:03 0:95

The rst graphin Figure4 shovs how thesampledomf
transitswith the modi ed Markov transition matrix M°.
Comparingwith the rst graphof Figure 3, the probabil-
ity P[PS = Wait] is increasedand P[PS = Rur is de-
creasedThesecondandthethird graphsin Figure4 show
Euclideandistancesdetweensampledpmfs and one step
predictionby PS for the simulationsof Figure3 andFig-
ure4. Thatis, p&t+1) X(t+1jt)jandp®(t+1) X(t+1jt)j
where, &t) is a sampledomf vectorof PS at stept, Y(t)
arethatof PS%and&(t+ 1jt) = M ¥t). As expectedthe
predictionerrorof the secondgraphis lessthanthatof the
third graph.

We checledtheestimated TMC PS againsthesimu-
lation resultsof modi ed DTMC PS% When = 0:0264,
thereare 492 samplesout of 499 thatdo not satisfyq <

(2):9736. With thesigni cancelevel of 0.05and = 0:0264,
thecon denceinterval is [0,491]. Thus,we rejectthe null
hypothesiHy with the probability of type| error0.1and
acceptH,.
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Figure 4. top: pmf samples of 100 node
simulation with modied Markov chain PS°,
mid dle: diff erence between expected pmf
(PS) and sampled pmf (PS), bottom: diff er-
ence between expected pmf (PS) and sam-
pled pmf (PSY).

4 Speci cation Logic

The syntaxof probabilistictemporallogic iLTL is as
follows:

TjFjineqj
S A
X UjR

ineq == ;& PX=s]<b

and” arede ned asfollows:

FR;
A TU:

In orderto explain the semanticof aniLTL formula
we rst de ne a computationalpath of a DTMC X =
(fsi;:::;s,gM) by afunction , : Z* !’ " suchthat

«(t) = Mt x. Thesemanticof aniLTL formulashould
be interpretedover thesepaths. The atomic propositions
of iLTL arein theform of linearinequalitieg(ineq) overa
pmf. Thelinearinequalitiescanberegardedasinequalities
aboutexpectedrewards: we associatea constantreward
with eachstateof a Markov chainandwhena processvis-
its astateit earngherewardassociatedvith thatstate. The
expectedreward earnedata givenpointin time is thesum
of the productsof the rewardsat eachstateandthe prob-
ability thata processs in that state. Formally, a Markov
Ravard ProcesgMRP) is atriple (S;M; ) where(S; M)
isaDTMC and :S! ' isarewardfunctionfor each



state[5]. Thentheexpectedrewardof aMRP (S;M; ) at
timetis
s2s (s) PIX(®) = sl

Thus,alinearinequalityovera pmfis aninequalityabout

expectedreward: replace ; with (s) andignorethetime

index t. Thetime index is implicitly givenfrom thetem-

poral operatorsof iLTL: the pmf of ineqis replacedby
x(0).

Many useful propertiesof a systemcan be expressed

as inequalitiesabout expectedrewards. For example,a
comparisorbetweertwo probabilities'P[ X = A] > P[X =
B]” canberewrittenin arewardform as“l P[X = A]
1 P[X = B] > 0", wherel and-1 arerewardsin states
A andB. An expectedvalueof meaningfulguantitiessuch
asexpectedqueuelengthcanalsobe expressedn reward
form: “1 P[Q = Q1]+ +nP[Q = Q] < L” speci esthat
theexpectedqueudengthof a queuingsystenmof capacity
nis lessthanL. We canalsocomparetwo probabilities
at di erenttime in the reward form: supposethat X =

PIX(t) = s] > PIX(t+K) = 5] i
PIX(® =s] fam PX(®=s]>0;

iLTL doesnotexplicitly usetime-indexesis becausét can
bewrittenin arewardform asabove.
The meaningof logical connectves”, , and: areas
usual: " istrueif andonlyif and arebothtrue,
__istrueif andonlyif or aretrue,and: istrueif
andonlyif isfalse.
Thesemanticof thetemporaloperatorsX, U, and R
areexplicitly relatedto a computationapath . X in
x is trueif andonly if istruein 1. U in
is trueif andonly if eventuallybecomegrue alongthe

pathof 4 andwhile isfalse istruein . In other
words, U in istrueif andonlyif thereist 0such
that istruein andforalls2[0;t 1], istruein

(s~ Theuntil operator( U) canbe easilyexplainedby
anexample:supposéhat eventsarehappeningn a WSN
andonemaywantto keepthe WSN in analertmodeun-
til mostof the nodesdetectthem. Thenthe speci cation:
(P[X = Read] > 0:5)U(P[X = Detecf > 0:9) checks
whetherthe event will be detectedby more that 90% of
the nodesand until that momentmore than 50% of the
nodesarein readystate. ThereleaseoperatorR is adual
of Uoperator R in yistrueif andonlyif istruein

x While is false. The eventuallyoperator TU
in istrueif andonlyif eventuallybecomeruein
andthe alwaysoperator FR in istrueif and
onlyif isalwaystruein .

Finally, we cande ne asatishctionrelationfF between
aniLTL formulaanda DTMC. We saythata DTMC A
is amodelof aniLTL formula andwrite A  if and
onlyif for all pmftransitions x of A istruein . Note

Processor Radio
transmit | receive
Active | 8mA 25mA | 8mA
Sleep| <15 A <1 A

Table 1. Energy consumption level of a Mica-

2 mote.

thateachinitial pmfx determinescomputationapath .
Thus,thereareuncountablymary computationapaths.
OurmodelchecleriLTLCheger [9] looksfor acompu-
tationalpathin which the negationof an original speci -
cationis true. Thatis, givenaspeci cation iLTLChe&er
looksfor aninitial pmfx suchthat: istruein .

5 Experiments

We now describea case study on a WSN plat-
form. Our experimentalplatform comprisef 90 Mica-2
motes. Eachmotehasan ATmegal28Llow power 8 bit
CPU working at 8MHz clock speed,4Kbyte of SRAM,
128Kbyteof program ash, and512Kbyteof serial ash
memory Although,a motehasrelatively large serial ash
memory this memory is slow especiallyfor write op-
eration. Mica-2 is also equippedwith a CC1000radio
transcever. At the lower level communicatiorlayer, the
Manchesteencodingis used,andwe canachieve a theo-
reticalthroughpuof 38.4Kbps.In orderto save enegy, an
applicationcango to a sleepmode.Theamountof enegy
spentin variousmodesis summarizedn Table1 [6].

TinyOS is an operating system running on Mica-2
nodes.Whendevelopinganapplication, TinyOS provides
aprogrammingramenork andlibrary functionsto support
I/O operations. TinyOS is linked with applicationcodes
andloadedon Mica-2 nodes. TinyOS hasthreedi erent
programblocks:1/O operationsaremadeby callingacom-
mandblock, theresultof anl/O operationcanbepassedo
anapplicationthroughaneventblockin theform of asig-
nal, andapplicationprogramshatrun a long time should
bewrittenin ataskblock. TinyOSschedulesasksby man-
agingaqueueof non-preemptablaskblocks. Thus,spin-
loopingin ataskblock will block the entireoperationsof
TinyOS.

5.1 Exp erimen tal program

We implementedhe programin Figure5. This appli-
cationprogramsampleamicrophoneandstoregheresult
in abu er(samplingcodenotshavn). Wheneertherun
taskis scheduledit computesa Fourier transformcoe -
cientof themic sample After thecoe cientis computed,
in orderto reducecollisions,the applicationsendshe re-
sult to a basestationwith a :05 probability To make the



task run() { event SendMsg.sendDonéef
state=Run; post run();
DFT(mic); state=Ready;
if(rand()%100<5) }
call SendMsg.send(), double DFT(int* smp) {
state=Wait; s=c=0;
else for(i=0;i<T;i++)
post run(), s+=sinV[ij*smp[i] ,
state=Ready; c+=cosVJ[iJ*smp[i] ;
} return sqrt(s*s+c*c);
task dummy() { }
int i,n=rand()%4;
for(i=0;i<n;i++)
DFT(mic);
post dummy();
}

Figure 5. Abbre viated experimental program

experimentmorerealistic,we createca dummyaskwhich
simulateotherapplicationgsunningonthesamenode.We
trackthe statesof a processy recordingthemin the vari-
ablestate . A timer interruptroutineis called at every
1/256secandsampleghestate variable.The statesam-
ple datais recordedon the SRAM becausehe serial ash
is too slow andwould a ectthe sampling.In view of the
smallSRAM, we compresshesampledataby arunlength
encodingalgorithm[15].

As onecanseefrom the M matrix (Section5.2), when
a processs in the Wait stateit remainsin this statewith
95% probability which givesa high compressiomatio to
the encodingalgorithm. Note that as samplingspeedin-
creaseso doesthe probability that a processemainsin
its currentstate. That meansthe run lengthencodingal-
gorithm performsbetterat high frequengy sampling. For
this experimentwe con gure every nodewithin a radio
communicatiomangeof abasestation.Becauseave donot
needmulti-hopmessagéorwarding,weturno theradio
communicatiorchannelexceptwhena nodeis sendinga
messageThis savesenegy which might be consumedy
unnecessargnessages.

5.2 DTMC Estimation

The 90 nodeswere programmeddentically exceptfor
theirids; theids areusedasseedvaluesfor arandomnum-
ber generatar All nodesareinitially time synchronized
by a startmessagdrom a basestation: on receving the
startmessagegachnodestartsexecutingthe codeof Fig-
ure5. A processstateis sampledand compresseat the
rateof 256timespersec.We connectedhe samplingrou-
tine directly to atimerinterruptsothatsamplingaccurag
is notcompromisedby thetaskschedulingf TinyOS.The
sampledatais retrieved from eachnodeoneby one. We
alignedthe 90 sequencesf samplessothatthey begin at

1 T T T T T T T

—— sampled pmf
— - estimated pmf

0 I I I I I I I I I
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step
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0 I I I I I I I I I
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Figure 6. Sampled pmf transitions and pmf
transitions of an estimated Markov chain.

the samemomentand computea sequencef estimated
pmfs.

Thesolid linesof Figure6 show thetransitionsof sam-
pledprobabilitydistribution. As we have seenin Figure3,
thejitters aredueto small samplepopulationsize. From
this sequencef pmf estimationswe estimatea DTMC
A=(S; I\7I), whereS = fRead/; Run Waitgand

A 0:4691 0:7383 0:0435
M =g 0:4827 0:2455 0:0000 #:
0:0482 0:0162 0:9565

The dashedines of Figure 6 shov pmf transitionsof the

estimatedDTMC A. We plotted the estimatedomf tran-

sition graphsstarting from the initial samplepmf. We

appliedthe goodnesof t testof Section3.3 to the es-
timated DTMC A and the pmf samples. Our estimated
modelpassedhetestwith asigni cancelevel of 0.05.

5.3 Performance Evaluation

Figure 7 showvs an iLTLChecler descriptionof the
estimatedDTMC A and an iLTL speci cation. The
iLTLChecler hastwo main blocks: a model block and
a specification  block. The model block describesa
DTMC modelto be checled. This block beginswith the
nameof the DTMC (A in this case)followed by a setof
stateshe DTMC hasand nally a Markov transitionma-
trix. Thespecification  block begins with an optional
list of inequalitieson expectedrewardsthatwill beusedin
iLTL speci cations.Finally, aniLTL speci cationis writ-
tenusingthelist of inequalitiesasits atomicpropositions.
In Figure7, theinequalitiesa andb describewhetherthe
availability of DTMC A is largerthan0.5and0.3 respec-
tively. Similarly, theinequalityc speci esthatthe proba-
bility thata processs in theWait stateis largerthan0.27.



model:
Markov chain A

has states:
{ Ready, Run, Wait},
transits by :
[ .4691, .7383, .0435;
.4827, .2455, .0000;
.0482, .0162, .9565 ]
specification:

a : P[A=Ready] > 0.5,
b : P[A=Ready] > 0.3,
c : P[A=Wait] > 0.27,
d : 8*P[A=Ready] + 8*P[A=Run]
+ 33*P[A=Wait] < 25,
e . 8*P[A=Ready] + 8*P[A=Run]
+ 33*P[A=Wait] > 15

a->XX]J[ b # 1.
#<>[ (d N e) # 2.
#(~e) Uc # 3.

Figure 7. An iLTLChecker description of the
estimated DTMC model and speci cations.

Inequalitiesd ande areaboutexpectedenegy consump-
tion levels. From Table 1 we know thatif a processs in
the Runstateor in the Readystateit consumes mA of
enegy andif it is in the Wait state(sendingmessages)
it consumes83 mA (25 for radio + 8 for process)pf en-
ergy. Thus,e speci esthatthe expectedenegy consump-
tion level of anodeis largerthan15 mA.

The rst iLTL formulaa -> X X [] bspeci esthatif
theavailability of the systemis largerthan50%thenfrom
two stepsonward the availability never goesbelon 30%.
Themodelcheckingresultis true:iLTLCheclershavsthe
following result.

Depth: 40
Result: T

The rst line Depth:40 is the maximumnumberof time
stepiLTL needsto searchin orderto checkthe speci ca-
tion. iLTLChecler showns the depth rst beforeit begins
search.This numbergivesa hint aboutthe modelcheck-
ing time: if it is too large, one may needto changethe
speci cation. The secondine Result:T meansthat the
DTMC is amodelof the speci cation. In otherwords,all
pmf transitionsof the DTMC A satisfythe speci cation.
If we slightly modify the speci cationto a -> X []
b or replacethe RHS of the inequality a with 0.45, the
DTMC A doesnot satisfythe speci cations: availability
of 50% now doesnot guaranteghe minimum availabil-
ity of 30% from the next step,andan availability of 45%
now doesnot guaranteea minimum availability of 30%
beginning from two stepslater. The following is the out-

P[A=Ready]
OB Jop— g T K

Probability
o
w
&
T

205+ energy consumption-level

19 I I I I I I I I I
[ 5 10 15 20 25 30 35 40 45 50

Step

Figure 8. Availability (top) and expected en-
ergy consumption level (bottom) of A

putof iLTLCheclerfor thespeci cation“P[A = Read] >
0:45! X X (P[A=ready] > 0:3)"

Depth: 40

Result: F

counterexample:

pmf(A(0)): [ 0.461 0.000 0.539]

The secondine indicatesthatthe DTMC doesnot satisfy
thespeci cationandthe4thline shavsacounterexample:
aninitial pmf for the DTMC A thatleadsto a violation of
thespeci cation.

We can checkthe resultfrom the rst graphof Fig-
ure 8. This graphshaws how the availability of the sys-
temis changingover time from two di erentinitial pmfs:
[0:5; 0;0:5]" for the solid graphand[0:461; 0; 0:539]" for
thedashedyraph.Fromtheredgraphwe canseeanexam-
plerunthatsatisesa -> X X [] b butdoesnot satisfy
a -> X |[] b: theavailability is lessthan0.3 at step1
but it is alwayslargerthan0.3from step2. Thegreenline
shavsacounterexampleof themodi ed speci cation:the
availability is lessthan0.3 at step3 andstep4.

The second commentedformula <>[] (d ~ e)
speci esthatin the steadystatethe expectedenegy con-
sumptionlevel is in betweenl5 mA and25 mA. Froman
eigervalueanalysiswe cancomputethat the steadystate
pmf of Ais x(1) = [0:34;0:21;0:45]" andthe expected
enegy consumptiorievel in the steadystateis 19.2 mA.
Thus,we expectthe modelcheckingresultto betrue;in-
deed,LTLCheclerreturnstrue. The secondgraphof Fig-
ure 8 shaws the transitionof expectedenegy consump-
tion level startingfrom the counterexampleof the previ-
ousparagraph.

The third commentedspeci cation (: e) U c de-
scribesthat the probability P[A = Wait] eventually be-



PlA=Wait]

Probability

Expected energy:

mption level

Figure 9. Expected energy consumption
level and PJ[A = Wait].

comeslargerthan0.27 andwhile it is lessthan0.27 the
expectedenegy consumptionlevel is lessthan 15 mA.
iLTLChecler returnstrue for this statement.However, if
we changethe RHS of the inequalityc to 0.28it returns
falsewith a counterexampleof [0:72;0;0:28]". We can
immediatelycheckthe resultat step0: P[A = Wait] >
0:28 is falseand the expectedenegy consumptionevel
is 15 mA. In orderto checkthe transitionsovertime we
draw Figure9 from aninitial pmf[0:758, 0;0:242]". From
the rst graphof Figure 9, we can seethat P[A(t) =
wait] > 0:27 is true from step 2 onward and the ex-
pectedeneny is lessthan 15 mA until stepl. Thusthe
original speci cation of Figure7 is true. However since
PIA(t) = wait] > 0:28 is true from step3 onward, the
modi ed speci cationis false.

6 Discussion

Our casestudysuggestshat our modelestimationand
model checking basedperformanceevaluation methods
may be usefulfor establishingsomeaggreyateproperties
of certainlarge-scalesensometworks. In fact,we believe
that, giventhe natureof applicationson sensometworks,
mary sensornetworks will be appropriatelymodeledas
DTMCs. However, it is possiblethat thereis morethan
oneapplicationrunningon a sensometwork, or thatthere
aresomeboundaryconditionscausinghebehaior of cer
tain subsetof nodesto be di erent. In this case,we can
modelsubsetof the sensometwork asdistinct DTMCs.
We arecurrentlystudyingmethoddgor extendingour spec-
i cation logic sothatit canspecify propertieson concur
rentrunsof multiple DTMCs. Suchan extensionwill al-
low usto analyzethe subsystemseparatelyandthenag-
gregateor comparetheir performancelt will alsoenable
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usto evaluatethe e ectsof di erentinitial conditionson
theperformancef asystem.
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